How to achieve WITS Certified Status 

Updated March 2015 
The following document is intended to guide WITS-DNP3 Field Device and Master Station vendors through the WITS certification process, so that their products can claim compliance with the WITS-DNP3 protocol.
Certification Levels
Vendors may choose one of two levels of certification for their products: 
Self-Certified – Tests are conducted by the vendor themselves using their own test equipment. Tests do not involve any third party.
Verified – Tests are carried out against existing WITS Verified devices in conjunction with the vendors of those WITS Verified devices. This ensures a greater level of confidence that the equipment complies with the protocol and delivers interoperability.
Note that in both cases the WITS PSA does not check or approve the claimed certification. The only checks made are that the correct documents have been submitted and that they are in the correct format and consistent with one another (see further details below). It is incumbent upon prospective buyers to ensure that the equipment fulfils their specific requirements. It is recommended that new products wishing to claim WITS-DNP3 compliance complete full verified status testing as this provides a greater level of confidence than self-certified for prospective purchasers that interoperability has been proven. 
Process for Claiming Certification
There are seven steps in the process:
Step 1
Become a member of the WITS Protocol Standards Association. This then entitles you to apply for a licence to have the Technical Documentation Release Pack, containing the Application Notes that define the WITS-DNP3 protocol. Using the Application Notes develop your product. Decide if you are going to use your own test specification or if you are going to purchase the PSA Test Specification.

Step 2
Complete the appropriate tests as follows:
Method of Testing – Self Certified
Tests are carried out by the vendor themselves using an appropriate test harness / simulator, or alternatively a WITS Verified Field Device or WITS Verified Master Station. Note that licenses are available for vendors to purchase to use Verified Master Station software to aid their testing of their Field Device (see web site “News” item dated 4-Nov-2014).
It is acceptable to utilise either the WITS PSA test specification (purchased from the WITS PSA) or the vendor’s own equivalent test specification. In either case test results must be submitted to the PSA.
Tests must be carried out in accordance with the WITS Compliance Manual (Available in the Members Library on the website). 
The WITS PSA reserves the right to reject an application if the vendor’s own testing method does not in the opinion of the WITS PSA satisfy the requirements of the Compliance Manual. 
Note that the WITS PSA will not check a vendors own test specification – it is entirely up to the user to ensure that their test methods satisfy the requirements of the Compliance Manual. Use of the WITS test specification is therefore recommended as it gives a greater level of confidence to prospective purchasers that the device testing method ensures that the device complies with the protocol. 
Method of Testing – Verified
Tests are carried out in conjunction with the following third parties:
· For testing a Field Device – two verified Master Stations vendors 

· For testing a Master Station – three verified Field Devices vendors 

The WITS PSA test specification must be used for testing in this case (this must be purchased separately from the WITS PSA).
Tests must be carried out in accordance with the WITS Compliance Manual. 

Certification Testing Requirements – Summary
	WITS Certification Testing Requirements

	Type of Device
	For WITS Self-Certified
	For WITS Verified

	Field Device
	Tested by the vendor themselves
	Tested with 2 verified Master Stations using the WITS PSA test specification

	Master Station
	Tested by the vendor themselves
	Tested with 3 verified Field Devices using the WITS PSA test specification


(Note that in either case if a WITS device is used for testing, it must support the same version of WITS as the device being tested).
Step 3
Download the appropriate “Self-Certified” or “Verified” application form from the members-only section of the WITS PSA website or use these links (note: members-only access): 
· Application for Self Certification of a WITS compliant Field Device 

· Application for Self Certification of a WITS compliant Master Station 
· Application for Verification of a WITS compliant Field Device 
· Application for Verification of a WITS compliant Master Station 
Step 4
Send the completed form together with a copy of the vendor’s own test specification (if used for Self Certification), test results including a statement whether the WITS test specification was used and any other required documentation or ancillary files to the WITS PSA secretary at enquiries@witsprotocol.org This email address is being protected from spambots. You need JavaScript enabled to view it. 
Step 5
The WITS PSA secretary:
· Checks the application form for completion
Step 6
The WITS PSAC technical group check the submission for consistency:

· All references to hardware version and software version need to be consistent across the application form, the Device Profile and the Test Results

· The Device Profile validates against the schema

· Appropriate tests have been performed to match the Device’s functionality as shown in the Device Profile

· Appropriate tests have been performed for each media listed on the application form

Step 7
The WITS PSA secretary:

· Issues an acceptance/rejection letter to the applicant as appropriate 

· Updates the website 

If the application is successful, the vendor may display a WITS Self-Certified or WITS Verified logo as appropriate on their accredited products and their associated literature.
Details of the accredited product are displayed in the device catalogue on the WITS PSA website including the current verified and self-certified version status for other vendors and prospective customers to view.
 
Protocol Version
Devices can achieve Verified and Self-Certified status at any WITS protocol version if they fulfil the acceptance criteria as described in the WITS Compliance Manual. The WITS device catalogue on the WITS website will list the highest protocol version level that every device has achieved for each status.
Future Protocol Developments
The WITS protocol is in continuous active development. New products should be developed against the most recent set of WITS Application Notes, claim compliance at the current WITS protocol version and use a current test specification.
Incremental changes to the major protocol version (e.g. 1.x->2.x) are assumed to involve significant changes to the software or system of a Field Device or Master Station. These may include significant new functionality, major changes to the protocol or large scale additions or changes to the protocol documentation. As a result, vendors wishing to claim compliance to an updated major specification change are recommended to complete full “Verified” status testing of their product. 
A minor protocol version (e.g. x.1->x.2) is assumed to involve minimal or minor changes to the software or system of the Field Device or Master Station. These may involve small changes or additions to protocol functionality or clarifications to the protocol documentation. Therefore, once Verified status has been achieved at a given major protocol version, it is recommended that products only perform Self-Certification tests on further minor revisions of the protocol standard.
Example Case
A product undergoes updated certification as new versions of the protocol are issued:
1.WITS-DNP3 Version V1.2 is issued: Product undergoes the WITS Self Certification procedure. Product identified in the device catalogue as: 
‘Self-certified at V1.2’
2.WITS-DNP3 Version V1.3 is issued: The same product is then verified against version V1.3. Product is identified in the device catalogue as: 
‘Verified at V1.3, Self-certified to V1.2’
3.WITS-DNP3 Version V1.4 is issued: The same product does not implement this version of the protocol. Product is still identified in the device catalogue as:
‘Verified at V1.3, Self-certified to V1.2’
4.WITS-DNP3 Version V1.5 is issued: The same product undergoes the WITS Self certification procedure. Product is identified in the device catalogue as:
‘Verified at V1.3, Self-certified to V1.5’
5.WITS-DNP3 Version V2.0 is issued: This is a major release, however it is decided that the product will not implement this version of the protocol. Product is identified in the device catalogue as:
‘Verified at V1.3, Self-certified to V1.5’
6.WITS-DNP3 Version V2.1 is issued: This is a major release and requires mandatory testing as defined by the WITS Compliance Manual in order to achieve ‘Verified at V2.1’ status. If a vendor decides not to Verify, once the product has completed the WITS Self certification procedure the device remains:

Verified at V1.3, Self-certified at V2.1’

WITS – Device Manufacturers Name Strings
The WITS-DNP3 Application Notes state:

The WITS group will define the device manufacturer names that are used by each vendor. This is to ensure that compliant Master Stations can easily determine the Field Device type in cases where different manufacturers have chosen similar product names for their hardware. Vendors wishing to be WITS compliant will need to apply to the WITS group for their unique vendor name string with a maximum of 8 characters.

The rules for constructing the name strings are:

· Up to 8 characters in length

· Consists of alphabetic characters A to Z

· Upper or lower case (upper case preferred)

The current list of device manufacturer name strings is:

	Name string
	Vendor

	ABB
	ABB Limited

	ITTFLYGT
	ITT Flygt

(now Xylem)

	MSPHERE
	Metasphere Limited

	MULTRODE
	MultiTrode UK Limited

	RADCOM
	Radcom (Technologies) Limited
(now part of Halma Water Management)

	SCHNEIDR
	Schneider Electric Limited

	SERCK
	Serck Controls Limited 

(now part of Schneider Electric Ltd)

	SERVELEC
	CSE-Servelec Limited

	TECHNOLG
	Technolog Limited

	BRODERSN
	Brodersen

	ABB Limi
	ABB


The Device catalogue

WITS Certified devices are listed on the website as being WITS Verified or WITS Self-Certified. Details of a device’s certification are published on the WITS PSA website as follows:

1.      To be successfully listed the vendor has submitted an Application Form with details of how the Device has been tested and with which communications media. The Application Form is available for download to WITS PSA members from the WITS website using the links on the “Device Catalogue” tab:

Verified Devices via link:

http://www.witsprotocol.org/index.php/device-catalogue/device-catalog
Self-certified devices via link:

http://www.witsprotocol.org/index.php/device-catalogue/wits-self-certified
and then clicking the icon in the “Status” column.

2.      The vendor has also submitted a Device Profile with details of the functionality supported by the Device. The Device Profile is also available for download from the WITS website using the links on the “Device Catalogue” tab and then clicking the icon in the “Device Profile link” column.

3.      Finally the vendor has submitted Test Results. The WITS website does not make these test results available to users, users need to request these from the vendor.

The WITS PSAC have ensured that these documents are consistent with one another before the Device is listed on the website. But what does this really mean to users?

· The Device may have only been tested with a limited number of communication media – in some cases just one specific medium. Users must look at the Application Form to ensure the Device has been tested with the communication media relevant to the user.

· Many WITS functions are “optional”. A listed Field Device may not support all of the functions that the user requires. Users must look at the Device Profile to determine what functions are supported by the Field Device.

· Vendors may still be evolving the hardware and firmware in their Devices. Details of the hardware and firmware versions that were used at the time of testing can be seen on the Application Form.

Finally, users need to be aware that the WITS PSAC have only checked the supporting documents for consistency.

