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1  Overview 

This technical bulletin corrects several miscellaneous issues that have been identified since the 

completion of WITS version 1.1 and Technical Bulletins #35 and #37. 

NB. In the following sections, text that is shown in red represents words to be removed from the 

application notes and text in blue represents words to be inserted into the notes. 

2 Changes to the Application Notes 

2.1 LAN Clock Synchronisation 

The DNP3 standard defines two procedures for clock synchronisation: Non-LAN procedure (using FC23 

and g50v1) and LAN procedure (using FC24 and g50v3), however the WITS application notes only 

mention using g50v1. 

2.1.1 AN2007-001 section 4.9 

When a Field Device has a local time source (e.g. a GPS receiver) it will use this as its only source of 

time. It will not set the IIN1.4 ―Needs Time‖ flag and the Master Station must not attempt to set the 

Field Device„s clock. However, if the Master Station tries to set its clock, by writing a g50v1 or g50v3 

object, then it will be ignored. 

 

When the Master Station establishes a connection with a Field Device it should read the time at the Field 

Device and check if it differs from the Master Station time by more than ± 5 minutes, in which case the 

Master Station should alert the users and automatically attempt to set the clock, by writing a g50v1 or 

g50v3 object. 

2.1.2 Appendix A Implementation Table 

Change the table as shown: 

 
50 1 Time and Date - Absolute time 1 (read) 07 (limited qty = 1) 129 (response) 

 
07 (limited qty) 

(qty = 1 

2 (write) 07 (limited qty = 1)   

50 3 Time and Date - Absolute time at last 
recorded time 

2 (write) 07 (limited qty = 1)   
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2.2 Secure Authentication 

The implementation table is missing the DNP3 secure authentication g120 objects. 

2.2.1 Appendix A Implementation Table 

Add to the table as shown: 

 
120 1 Authentication - Challenge 32 (auth request) 5B (free-format) 131(auth response) 

 
5B (free-format) 

120 2 Authentication - Reply 32 (auth request) 5B (free-format) 131(auth response) 5B (free-format) 

120 3 Authentication - Aggressive Mode 
Request 

0 - 31 (all) 07 (limited qty = 1) 129 (response) 

130 (unsol resp.) 
07 (limited qty = 1) 

120 4 Authentication - Session Key Status 
Request 

32 (auth request) 07 (limited qty = 1)   

120 5 Authentication - Session Key Status   131(auth response) 5B (free-format) 

120 6 Authentication - Session Key Change 32 (auth request) 07 (limited qty = 1)   

120 7 Authentication - Error   129 (response) 

130 (unsol resp.) 
5B (free-format) 

33 (auth req – no 

ack) 
5B (free-format) 131(auth response) 5B (free-format) 

120 9 Authentication - HMAC 0 - 31 (all) 5B (free-format) 129 (response) 

130 (unsol resp.) 
5B (free-format) 
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2.3 Invalid Profile Value Type 

There is no incremental configuration error code defined for an invalid value type (element 4) in record 

type 1007 (profile). 

2.3.1 AN2005-006 section 2.2, Table 2-21 

Add the following new error code to the table: 

59 1007 Invalid value type (e.g. type is not supported or out of valid range 0 
to 1). 
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2.4 Counter Limit Error Codes 

Incremental configuration (IC) error codes 20 – 23 are related to persistence and hysteresis, but counter 

points don‟t have either of these and therefore these error codes are not applicable to IC record type 1004 

(counter limit). 

2.4.1 AN2005-006 section 2.2, Table 2-21 

Remove the following record types from the table: 

20 1003, 1004 Field Device does not support different per limit hysteresis values. 

21 1003, 1004, 1006 Field Device does not support different per limit/state persistence 
values. 

22 1003, 1004 Field Device does not support hysteresis. 

23 1003, 1004, 1006 Field Device does not support persistence. 
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2.5 Invalid Point Number Error Codes 

Incremental configuration error code 15 is used when the point number is not valid. This may be because 

the point doesn‟t exist in the Field Device or (for record type 1016) because the point is not a virtual 

point. 

Incremental configuration error codes 39, 41 and 46 are used when the „target‟ point number if not valid. 

This may be because the point doesn‟t exist in the Field Device or because the point is not a virtual point. 

2.5.1 AN2005-006 section 2.2, Table 2-21 

Change the descriptions of the error codes in the table: 

15 1000, 1001, 
1002, 1003, 
1004, 1005, 
1006, 1008, 
1009, 1010, 
1011, 1012, 
1013, 1014, 

1015, 1016 

Invalid point number. Point number is not configured in this Field 
Device, or (for record type 1016) point number is not a virtual point. 

39 1008 Invalid rate of change point number. Analogue input point number 
is not configured or is not a virtual point in this Field Device. 

41 1008 Invalid no change point number. Binary input point number is not 
configured or is not a virtual point in this Field Device. 

46 1010, 1011, 
1012, 1013, 
1014, 1015 

Invalid „target‟ point number to store result. Point number is not 
configured or is not a virtual point in this Field Device. 
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2.6 Sample XML Device Profile 

In the sample XML device profile, section 1.2.3 specifies that the device doesn‟t support incoming 

connections, however section 1.2.4 then specifies that the device support always and periodic available 

incoming connections. 

Change the sample XML device profile so that section 1.2.3 is „Yes‟ (instead of „No‟): 

1.2.3 Supports incoming connections: 

 

For Field Devices an incoming connection is from 

the Master Station to the Field Device. 

 

For Master Stations an incoming connection is 

from a Field Device to the Master Station.  

Yes  

No  

 

 

In the sample XML device profile, section 1.13.3 specifies a firmware filename containing a wildcard but 

the standard doesn‟t define any wildcards and if a Master Station were to attempt to write to the file as-is 

it would likely fail due to an invalid filename. 

Change the sample XML device profile so that section 1.13.3 filename is „firmware.bin‟ (instead of 

„*.bin‟): 

1.13.3 Supports firmware download: 

 

A device that supports downloading firmware 

updates will recognise a file as being a firmware 

update based on the name of the file.  

Yes  

Filename firmware.bin  

 

No  
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2.7 Firmware Download Filename 

The firmware filename in the device profile should include any path that is required to allow the Master 

Station to use the filename as-is. 

2.7.1 AN2007-001 section 4.6 

The Field Device will recognise the activated file as being new firmware based on its filename. The name 

of the file will be chosen by the Field Device vendor and recorded in the device profile. The filename in 

the device profile must include any path that is required so that the Master Station can use the filename 

exactly as specified when downloading a firmware file to the Field Device. 

2.7.2 Device Profile 

Change the device profile as shown: 

1.3.3 Supports firmware download: 

A device that supports downloading firmware 
updates will recognise a file as being a firmware 
update based on the name of the file. The 
filename should include a path (if required). 

  Yes 

Filename _________________________ 

  No 
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2.8 XML Device Profile Title 

The HTML title of the device profiles is fixed by the XSLT as “WITS Device Profile” which means when 

multiple devices profiles are being displayed they all have the same title making it awkward to identify 

which one is which. For example, multiple tabs in a web browser (or Master Station client) all with the 

same name. 

Change the title of the device profiles to include the vendor name (from section 1.1.2) and device name 

(from section 1.1.3) to allow profiles to be easily distinguished. For example: “Vendor XYZ Device ABC 

- WITS Device Profile”. 

 

<title> <xsl:value-of select="deviceProfile/deviceIdentification/vendorName"/> - <xsl:value-of 
select="deviceProfile/deviceIdentification/deviceName"/> - WITS Device Profile</title> 
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2.9 Control Profiles and Off-Scan Points 

In Technical Bulletin #35 a new control profile feature is defined, however this doesn‟t define the 

behaviour of the Field Device when a point being controlled by a profile is taken off and on scan. 

2.9.1 AN2005-006 section 2.1.2.17 

Add the following note to the end of the section: 

 If the profile control point is taken off-scan then the point will stop updating (as usual). If the 

point is placed back on-scan then the point must be immediately updated with the current value of 

the profile to ensure that it has the correct value. 
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2.10 New WITS Quality flag 

In section 2.6 of Technical Bulletin #37 the data log file version was changed from 1 to 2; however the 

following reference to the current version was missed. 

2.10.1 AN2005-004 section 2.4.1, Table 2-2 

Amend the table as shown: 

Name Size Comments 

Version  1 byte This is the version of the file format and is included to facilitate upgrades in the 
future. The current version is 21. 

 



   Page 12 

Released: 6-Jun-11 WITS Technical Bulletin #38 - TB0038 Iss 5 

 Affects AN2005-002, AN2005-004, AN2005-005, AN2005-

006, AN2007-001 and Device Profile 
 

 

2.11 Computing and processing derived values 

In section 2.4.1 of Technical Bulletin #37 a new note was added that incorrectly referred to periodic 

logging of No Change points (periodic logging is not support for binary points). 

2.11.1 AN2005-006 notes at end of section 2.1.2.9 

Amend the note at the end of the section as shown: 

• If the ROC or No Change virtual points are is configured for periodic logging and the log 

period coincides with the end of a calculation period then the Field Device should calculate 
the new derived values before the logging takes place. This is to ensure that the logged 
values are is pertinent to this log period. 
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2.12 Annunciating locally made configuration changes 

In section 2.2 of Technical Bulletin #37 a new Health Check Data Set bit is defined for local changes to 

Incremental Configuration (HCDS bit 12). This new bit also needs to be set if a new Bulk Configuration 

file is locally loaded into the Field Device as this will change the Incremental Configuration to match the 

Bulk Configuration and therefore any Incremental Configuration changes previously downloaded from 

the Master Station will be lost. 

2.12.1 AN2005-005 section 2.5.12 

Amend the section as shown: 

This bit is asserted when the Field Device‟s configuration is changed locally, and one or 
more IC parameters have had their value changed. This bit will only be asserted when 
bit 8 is also asserted. The bit is asserted for example: 

 When the local display on the Field Device or a diagnostic terminal (VT Terminal, 
Telnet etc.) connected to the Field Device is used to put a point or the device off 
scan, change a limit or persistence, etc. 

 When a Bulk Configuration file is loaded locally (thus replacing all of the 
Incremental Configuration). 

Bit 8 being asserted tells the Master Station that the configuration in the Field Device 
may be different to the configuration at the Master Station. The Master Station will use 
bit 12 to determine if it needs to upload the IC from the Field Device. The Master Station 
can also use bit 12 to determine what it needs to download to the Field Device to keep 
the configuration synchronised (to remove local changes). 
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2.13 End of Period Action 

In section 2.5 of Technical Bulletin #37 a new end of period action element was added to Incremental 

Configuration records 1013, 1014 and 1015. The description of bit 0 (time log) doesn‟t define the 

behavior of the Field Device if the virtual point also has periodic logging configured (using IC record 

type 1005). 

2.13.1 AN2005-006 section 2.1.2.14, Element 8 description 

Amend the element description as shown: 

The end of period action defines the action to be taken at the end of the calculation period, 
before the virtual point value is set to zero ready for the start of the next period. The element 
is specified as a byte of “flag” bits: 

 Bit 0: asserted to generate an End of Period “Time log” entry in WITS data log file 
(see AN2005-004). If periodic logging is configured on the virtual point (using IC 
record type 1005) and the periodic log occurs at the same time as the end of period 
log then only one entry (for end of period) should be added to the WITS data log file. 

 Bits 1 - 7: reserved 

2.13.2 AN2005-006 section 2.1.2.15, Element 9 description 

Amend the element description as shown: 

The end of period action defines the action to be taken at the end of the calculation period, 
before the virtual point value is set to zero ready for the start of the next period. The element 
is specified as a byte of “flag” bits: 

 Bit 0: asserted to generate an End of Period “Time log” entry in WITS data log file 
(see AN2005-004). If periodic logging is configured on the virtual point (using IC 
record type 1005) and the periodic log occurs at the same time as the end of period 
log then only one entry (for end of period) should be added to the WITS data log file. 

 Bits 1 - 7: reserved 

2.13.3 AN2005-006 section 2.1.2.16, Element 9 description 

Amend the element description as shown: 

The end of period action defines the action to be taken at the end of the calculation period, 
before the virtual point value is set to zero ready for the start of the next period. The element 
is specified as a byte of “flag” bits: 

 Bit 0: asserted to generate an End of Period “Time log” entry in WITS data log file 
(see AN2005-004). If periodic logging is configured on the virtual point (using IC 
record type 1005) and the periodic log occurs at the same time as the end of period 
log then only one entry (for end of period) should be added to the WITS data log file. 

 Bits 1 - 7: reserved 
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2.14 Backwards Compatibility 

In order for a Field Device to be backwards compatible with a Master Station that only supports an older 

version of the WITS standard the Field Device needs to have a setting that defines which version of the 

standard the Field Device will use. 

2.14.1 AN2005-002 section 2.6 

Add the new section shown: 

2.6.9  Backwards Compatibility 

It is recommended that a Field Device have a setting that defines which version of the 
WITS standard it will use in order to allow it to fully interoperate with Master Stations that 
only support an older version of the WITS standard. This setting may be stored in the 
Bulk Configuration file. 

Log files and configuration files generated by the Field Device can then use the 
appropriate format for the version of WITS supported by the Master Station. 
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