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1  Overview 

This Technical Bulletin is being used to clarify the current notes and to enhance the validation of 

implementations. Detailed questions have been asked about the implementation of profile control 

values. These are detailed below. In addition, some functionality defined in the Application Notes is 

currently not tested, some testing doesn’t allow for variations in device configuration and the Device 

Profile doesn’t always mandate some necessary fields: 

 

1. It is not clearly stated how profile control values should be used (fixed or interpolated) 

between one day and the next. The functionality when the profile control point is taken off-

scan is not explicitly defined.  

 

2. There are a number of string entries in the Device Profile that Master Stations expect to be 

present. However, many XML applications consider a null string to be a valid string. The 

Device Profile schema should be strengthened to validate that the XML files do not have null 

strings where an actual string is expected.  This will not affect the XML content of the 

Device Profile so any existing (and valid) Device Profiles will not be affected and the 

Schema enhancement is backwards compatible with the other components of the XML suite. 

 

3. When virtual data points are used to hold calculated values such as minimum, maximum, 

mean the current Test Specification assumes that the values can be retrieved from a Field 

Device via an integrity poll. However, DNP3 allows devices to configure which points are 

included in class 0 responses – so the virtual points may not always be returned in the 

response to integrity polls. 

 

The Test Specifications should be updated to use either integrity poll responses or log file 

entries to see the current values of these virtual points. 

 

4. The current Test Specification for WITS-DNP3 version 1.1 does not have tests to 

demonstrate that the DNP3 quality flags are correctly produced for virtual points being used 

to hold calculated values such as minimum, maximum, mean etc. 

 

The Test Specification should be updated to include additional tests to check that the DNP3 

quality flags are correctly generated. 

 

5. Point “override” was clarified in Technical Bulletin TB#37, but the test specification for the 

WITS-DNP3 protocol version 1.1 was not updated to reflect the change. 

 

 

NB. In section 2 onwards, text that is shown in red represents words to be removed from the 

application notes and text in blue represents words to be inserted into the notes. 
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2 Changes regarding control profiles 

Make the following changes to the application note and then include the updated note in any new 

WITS Application Note releases. 

 

2.1 AN2005-006 

2.1.1 Change front page to reflect the new revision and date: 

 

Revision 1.56 
 

September 2012February 2013 

2.1.2 Add to the “Change History” as shown: 

 

Date Revision WITS-DNP3 
Version 

Details 

September 2012 1.5 2.0 Added clarification about “Point Type” to IC 
records 1000, 1001 and 1009. 

February 2013 1.6 2.0 Clarified the use of profile control values 
when spanning a day boundary and when 
put off-scan. 

 

2.1.3 Additional notes following figure 12 (IC record 1007) 

Add paragraphs and diagrams as shown: 

When a profile control point has a profile defined for the following day and the profile is not 

using interpolation then the profile control value shall be set at the last vector value of the 

current profile until the beginning of the following day. This behaviour reflects the use of 

profile values being applied to limits. For example: 

 

 

 

 

 

 

 

 

 

Figure 13 - Example Profile Control Value daily transitions (no interpolation) 

When a profile control point has a profile defined for the following day and the profile is 

using interpolation then, between the times of the last vector in the current profile and the 

beginning of the following day, the profile control value shall be interpolated between the 

values defined with those vectors. For example: 
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Figure 14 - Example Profile Control Value daily transitions (with interpolation) 

 

2.1.4 Clarification of notes following section 2.1.2.17 (IC record 1016) 

Change the last bullet in the notes as shown: 

 If the profile control point is taken off-scan then the point will stop updating (as usual). No 

changes will be made to the profile control point value, regardless of any new profile vectors 

coming into effect. If the point is placed back on-scan then the point must be immediately 

updated with the current value of the profile to ensure that it has the correct value. 
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3 Changes to the Device Profile XML suite 

3.1 Schema file 

The Schema currently defines string elements using a construct: 

      <xs:element name="tagName" type="xs:string" /> 

This allows a null string to be considered as a valid entry. In most cases null strings are not 

expected, so the schema should be strengthened by defining string elements using the 

construct: 

      <xs:element name="tagName"> 

          <xs:simpleType> 

             <xs:restriction base="xs:string"> 

                <xs:minLength value="1"/> 

             </xs:restriction> 

          </xs:simpleType> 

      </xs:element> 

 This change should be made to the following elements in all versions of the schema files: 

3.1.1 Within the complex type “deviceIdentificationType”: 

Element “vendorName” 

Element “deviceName” 

Element “hardwareVersion” 

Element “softwareVersion” 

3.1.2 Within the complex type “configurationType”: 

The child element “filename”, appearing in the parent “supportFirmwareDownload” 

3.1.3 Within the group name “portsGroup”: 

Element “portName” 

3.1.4 Within the group name “bitsGroup”: 

Element “description” 

 

 

Make the changes to the schema files and then include the updated schema files in new 

WITS Application Note releases: 

 Release 2a (for WITS-DNP3 version 1.1) 

 Release 3b (for WITS-DNP3 version 1.2) 

 Release 4a (for WITS-DNP3 version 2.0) 
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4 Testing virtual points with no static values 

4.1 Test specification version 1.1a 

4.1.1 Title page amendments: 

Change the title page as shown: 

Revision 1.1ab 
 

June 2012February 2013 

and put the new date and version in the document footers. 

Add to the change history as shown: 

Date Revision WITS-DNP3 

Version 

Details 

May 2011 1.1 1.1 First release for WITS-DNP3 protocol version 1.1. 

June 2012 1.1a 1.1 Clarification added to tests in section 2.5.2. 

Added appendix for tests to be repeated with 

different bearers. 

Corrected test numbers in the table in 2.12.2. 

February 2013 1.1b 1.1 Clarification to tests in 2.7 to cater for configurations 

where the virtual point has no static value. 

4.1.2 Test 2.7.1.1: 

Change the test procedure as shown: 

2.7.1.1 Virtual point method 

 

From the Master Station, download and 

activate an incremental configuration file to 

configure Minimum, using a Minimum record 

(record type 1010), configured with Mode 1, 

an appropriate virtual point, time period and 

offset. 

If no static value is available for the virtual 

point then skip the rest of this test (note that in 

this case there is no expected result). 

Perform this for each of the supported point 

types. 

 

 

4.1.3 New Test: 

Add a new test (as shown) following test 2.7.1.1 and re-number the tests that follow this 

new one: 
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2.7.1.2 Virtual point method 

From the Master Station, download and 

activate an incremental configuration file to 

configure the virtual point to periodically log 

data at the same rate/log offset as the 

Minimum’s period/offset, using a Point 

Archives record (record type 1005).  

Perform this for each of the supported point 

types. 

On the Field Device: 

 Change the input signal over time 

(see note 1 above). 

From the Master Station: 

 Wait for a multiple of the 

configured logging interval. 

 Read the Field Device’s WITS data 

log. 

Note: The Field Device behaviour is not 

defined as to whether the Minimum value 

calculation precedes the logging function. It 

may be necessary to wait for a further 

logging interval and then read the Field 

Devices data log again. 

The Field Device records the 

Minimum values in the 

WITS data log at the 

periodic logging interval. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Analogue input:   

Analogue output:   

 

4.1.4 Test 2.7.2.1: 

Change the test procedure as shown: 

2.7.2.1 Virtual point method 

 

From the Master Station, download and 

activate an incremental configuration file to 

configure Maximum, using a Maximum 

record (record type 1011), configured with 

Mode 1, an appropriate virtual point, time 

period and offset. 

If no static value is available for the virtual 

point then skip the rest of this test (note that 

in this case there is no expected result). 

Perform this for each of the supported point 

types. 

 

4.1.5 New Test: 

Add a new test (as shown) following test 2.7.2.1 and re-number the tests that follow this 

new one: 
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2.7.2.2 Virtual point method 

From the Master Station, download and 

activate an incremental configuration file to 

configure the virtual point to periodically log 

data at the same rate/log offset as the 

Maximum’s period/offset, using a Point 

Archives record (record type 1005).  

Perform this for each of the supported point 

types. 

On the Field Device: 

 Change the input signal over time 

(see note 1 above). 

From the Master Station: 

 Wait for a multiple of the 

configured logging interval. 

 Read the Field Device’s WITS data 

log. 

Note: The Field Device behaviour is not 

defined as to whether the Maximum value 

calculation precedes the logging function. It 

may be necessary to wait for a further 

logging interval and then read the Field 

Devices data log again. 

The Field Device records 

the Maximum values in the 

WITS data log at the 

periodic logging interval. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Analogue input:   

Analogue output:   

4.1.6 Test 2.7.3.1: 

Change the test procedure as shown: 

2.7.3.1 Virtual point method 

 

From the Master Station, download and 

activate an incremental configuration file 

to configure Mean, using a Mean record 

(record type 1012), configured with Mode 

1, an appropriate virtual point, time 

period and offset. 

If no static value is available for the 

virtual point then skip the rest of this test 

(note that in this case there is no expected 

result). 

Perform this for each of the supported 

point types. 

 

4.1.7 New Test: 

Add a new test (as shown) following test 2.7.3.1 and re-number the tests that follow this 

new one: 
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2.7.3.2 Virtual point method 

From the Master Station, download and 

activate an incremental configuration file to 

configure the virtual point to periodically log 

data at the same rate/log offset as the Mean’s 

period/offset, using a Point Archives record 

(record type 1005).  

Perform this for each of the supported point 

types. 

On the Field Device: 

 Change the input signal over time 

(see note 1 above). 

From the Master Station: 

 Wait for a multiple of the 

configured logging interval. 

 Read the Field Device’s WITS data 

log. 

Note: The Field Device behaviour is not 

defined as to whether the Mean value 

calculation precedes the logging function. It 

may be necessary to wait for a further 

logging interval and then read the Field 

Devices data log again. 

The Field Device records the 

Mean values in the WITS 

data log at the periodic 

logging interval. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Analogue input:   

Analogue output:   

 

4.2 Test specification version 1.2a 

4.2.1 Title page amendments: 

Change the title page as shown: 

Revision 1.2ab 
 

June 2012February 2013 

and put the new date and version in the document footers. 

Add to the change history as shown: 

Date Revision WITS-DNP3 

Version 

Details 

May 2011 1.1 1.1 First release for WITS-DNP3 protocol version 1.1. 

June 2012 1.1a 1.1 Clarification added to tests in section 2.5.2. 

Added appendix for tests to be repeated with different 

bearers. 

Corrected test numbers in the table in 2.12.2. 

February 2013 1.1b 1.1 Clarification to tests in 2.7 to cater for configurations 

where the virtual point has no static value. 

 

4.2.2 Test 2.7.1: 

Change the test procedures as shown: 
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2.7.1.1 Virtual point method 

 

From the Master Station, download and activate 

an incremental configuration file to configure 

Minimum, using a Minimum record (record 

type 1010), configured with Mode 1, an 

appropriate virtual point, time period and offset. 

If no static value is available for the virtual 

point then skip the rest of this test (note that in 

this case there is no expected result). 

Perform this for each of the supported point 

types. 

 

 

4.2.3 Test 2.7.2: 

Change the test procedures as shown: 

2.7.2.1 Virtual point method 

 

From the Master Station, download and activate 

an incremental configuration file to configure 

Maximum, using a Maximum record (record 

type 1011), configured with Mode 1, an 

appropriate virtual point, time period and offset. 

If no static value is available for the virtual 

point then skip the rest of this test (note that in 

this case there is no expected result). 

Perform this for each of the supported point 

types. 

 

 

4.2.4 Test 2.7.3: 

Change the test procedures as shown: 

2.7.3.1 Virtual point method 

 

From the Master Station, download and activate 

an incremental configuration file to configure 

Mean, using a Mean record (record type 1012), 

configured with Mode 1, an appropriate virtual 

point, time period and offset. 

If no static value is available for the virtual 

point then skip the rest of this test (note that in 

this case there is no expected result). 

Perform this for each of the supported point 

types. 

 

 

 

4.3 Test specification version 2.0 

4.3.1 Title page amendments: 

Change the title page as shown: 
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Revision 2.0a 
 

July 2012February 2013 

and put the new date and version in the document footers. 

Add to the change history as shown: 

Date Revision WITS-DNP3 

Version 

Details 

May 2011 1.1 1.1 First release for WITS-DNP3 protocol version 1.1. 

June 2011 1.2 1.2 Updated for protocol version 1.2 and expanded testing 

to improve coverage of selected areas. 

June 2012 1.2a  1.2 Clarification added to tests in section 2.5.2. 

Added appendix for tests to be repeated with different 

bearers. 

Corrected test numbers in the table in 2.12.2. 

July 2012 2.0 2.0 Updated to reflect the publication of DNP3 Secure 

Authentication version 5. 

February 2013 2.0a 2.0 Clarification to tests in 2.7 to cater for configurations 

where the virtual point has no static value. 

 

 

4.3.2 Test 2.7.1.1: 

Change the test procedures as shown: 

2.7.1.1 Virtual point method 

 

From the Master Station, download and activate 

an incremental configuration file to configure 

Minimum, using a Minimum record (record 

type 1012), configured with Mode 1, an 

appropriate virtual point, time period and offset. 

If no static value is available for the virtual 

point then skip the rest of this test (note that in 

this case there is no expected result). 

Perform this for each of the supported point 

types. 

 

 

4.3.3 Test 2.7.2: 

Change the test procedures as shown: 

2.7.2.1 Virtual point method 

 

From the Master Station, download and activate 

an incremental configuration file to configure 

Maximum, using a Maximum record (record 

type 1011), configured with Mode 1, an 

appropriate virtual point, time period and offset. 

If no static value is available for the virtual 

point then skip the rest of this test (note that in 

this case there is no expected result). 

Perform this for each of the supported point 

types. 
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4.3.4 Test 2.7.3: 

Change the test procedures as shown: 

2.7.3.1 Virtual point method 

 

From the Master Station, download and activate 

an incremental configuration file to configure 

Mean, using a Mean record (record type 1012), 

configured with Mode 1, an appropriate virtual 

point, time period and offset. 

If no static value is available for the virtual 

point then skip the rest of this test (note that in 

this case there is no expected result). 

Perform this for each of the supported point 

types. 
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5 Testing min, max and mean virtual points quality attributes 

in WITS-DNP3 version 1.1 

5.1 Test specification version 1.1a 

Make the following changes: 

5.1.1 Title page amendments: 

In addition to those in section 3 add to the change history tables as shown: 

Date Revision WITS-DNP3 

Version 

Details 

   Clarification to tests in 2.7 to cater for configurations 

where the virtual point has no static value. 

Added tests for quality attributes of minimum, 

maximum and mean virtual points. 

5.1.2 New section 2.7.4 

Add a new section before the existing section 2.7.4 (and hence renumbering the following 

sections in 2.7) as shown: 

 

2.7.4 DNP3 Object Flags for Min, Max and Mean Virtual Points 

 

Purpose of tests: 

 

To verify that the calculation of Min, Max and Mean virtual points for analogue points follows the 
rules for recording DNP3 object flags. 

 

References in WITS Application Notes: 

 

Application Note Revision Section 

AN2005-006 1.2 2.1.2.11 Record Type 1010 – Minimum 

2.1.2.12 Record Type 1011 – Maximum 

2.1.2.13 Record Type 1012 – Mean 

 

Initial conditions: 

 

These tests require the Field Device’s configuration to include a data point for each of the 
following point types, if supported by the Field Device: 

 

 Analogue inputs (DNP3 object group 30) 

 Analogue outputs (DNP3 object group 40) 

 

Notes: 

 

1. For analogue output points, it may be necessary to use a sequence program or values 
sent from the Master Station to change the value being tested. 

2. The virtual point is updated at the end of each time period. 
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Test procedures: 

 

Test Test procedure Expected result MS 
result 

FD 
result 

2.7.4.1 Set the source point to be ‘invalid’ 
such that its ONLINE flag is cleared 
or RESTART is set or 
COMM_LOST is set. 

 

Perform this for each of the 
supported point types. 

 

From the Master Station: 

 Wait for the configured 
time period (see note 2 
above). 

 Poll the Field Device. 

The virtual point has the ONLINE 
flag cleared to indicate that the 
source point was invalid for the 
entire sampling period. 

 

  

Analogue input Minimum:   

Analogue input Maximum:   

Analogue input Mean:   

Analogue output Minimum:   

Analogue output Maximum:   

Analogue output Mean:   

2.7.4.2 Set the source point to be ‘valid’ 
such that the ONLINE flag is set 
and RESTART and COMM_LOST 
are both cleared. 

 

Set the LOCAL_FORCED flag on 
the source point (this can be set 
using a point override IC record 
type 1001). 

 

Perform this for each of the 
supported point types. 

 

From the Master Station: 

 Wait for the configured 
time period (see note 2 
above). 

 Poll the Field Device. 

The virtual point has only the 
ONLINE flag set. 

 

The LOCAL_FORCED flag 
should only be set on the virtual 
point if the virtual point itself is 
overridden. 

 

  

Analogue input Minimum:   

Analogue input Maximum:   

Analogue input Mean:   

Analogue output Minimum:   

Analogue output Maximum:   

Analogue output Mean:   
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Test Test procedure Expected result MS 
result 

FD 
result 

2.7.4.3 Set the source point to be ‘invalid’ 
such that its ONLINE flag is cleared 
or RESTART is set or 
COMM_LOST is set. 

 

Override the point by downloading 
a point override IC record type 
1001. This should set the 
LOCAL_FORCED flag on the 
source point. 

 

Perform this for each of the 
supported point types. 

 

From the Master Station: 

 Wait for the configured 
time period (see note 2 
above). 

 Poll the Field Device. 

The virtual point has the ONLINE 
flag set indicating that the 
overridden value was considered 
to be valid.  

 

The LOCAL_FORCED flag 
should only be set on the virtual 
point if the virtual point itself is 
overridden. 

  

Analogue input Minimum:   

Analogue input Maximum:   

Analogue input Mean:   

Analogue output Minimum:   

Analogue output Maximum:   

Analogue output Mean:   

2.7.4.4 Ensure the source point is ‘valid’ 
(ONLINE flag is set and RESTART 
and COMM_LOST are both 
cleared). 

 

Vary the source value to generate 
both minimum and maximum over-
range conditions, such that the 
source point has the 
OVER_RANGE flag set.  

 

Perform this for each of the 
supported point types. 

 

From the Master Station: 

 Wait for the configured 
time period (see note 2 
above). 

 Poll the Field Device. 

The virtual point has the 
OVER_RANGE flag set. 

 

The OVER_RANGE flag of a 
Minimum or Maximum virtual 
point is a snapshot of the source 
flag when the minimum or 
maximum occurred. 

 

The OVER_RANGE flag of a 
Mean virtual point is the logical 
OR of the corresponding flag of 
the source point for all individual 
samples within the period. 

 

  

Analogue input Minimum:   

Analogue input Maximum:   

Analogue input Mean:   

Analogue output Minimum:   

Analogue output Maximum:   

Analogue output Mean:   
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Test Test procedure Expected result MS 
result 

FD 
result 

2.7.4.5 Ensure the source point is ‘valid’ 
(ONLINE flag is set and RESTART 
and COMM_LOST are both clear). 

 

If possible, set the 
REFERENCE_ERR flag to indicate 
a ‘suspect’ value. This may require 
a proprietary method. 

 

Perform this for each of the 
supported point types. 

 

From the Master Station: 

 Wait for the configured 
time period (see note 2 
above). 

 Poll the Field Device. 

The virtual point has the 
REFERENCE_ERR flag set. 

 

The REFERENCE_ERR flag of a 
Minimum or Maximum virtual 
point is a snapshot of the source 
flag when the minimum or 
maximum occurred. 

 

The REFERENCE_ERR flag of a 
Mean virtual point is the logical 
OR of the corresponding flag of 
the source point for all individual 
samples within the period. 

 

  

Analogue input Minimum:   

Analogue input Maximum:   

Analogue input Mean:   

Analogue output Minimum:   

Analogue output Maximum:   

Analogue output Mean:   

Notes: 

 

Tested by: 

 

Date: 
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6 Testing override point in WITS-DNP3 version 1.1 

6.1 Test specification version 1.1a 

Make the following changes: 

6.1.1 Title page amendments: 

In addition to those in section 5 add to the change history tables as shown: 

Date Revision WITS-DNP3 

Version 

Details 

   Clarification to tests in 2.7 to cater for configurations 

where the virtual point has no static value. 

Added tests for quality attributes of minimum, 

maximum and mean virtual points. 

Correct the test for override of a physical control 

output point. 

6.1.2 Test specification test 2.5.9.6 

Correct the test as shown: 

2.5.9.6 From the Master Station, perform 
a control on an output point that is 
overridden.  Use an output 
state/value that is not the same 
as the point’s override value. 
 

Perform this for each of the 
supported output point types. 

 

The output state/value issued by 
the Field Device is the state/value 
received from the Master Station, 
not the override value. 

The output state/value issued by 
the Field Device remains as the 
override value and is not affected 
by the control. 

  

Analogue output:   

Binary output:   
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