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WITS - DNP 3 Protocol Standard and its Water Industry Adoption
The need for a standard protocol 
All UK water companies use telemetry and SCADA (Supervisory Control and Data Acquisition) to monitor and control their remote assets. Traditionally, telemetry consists of a "Field Device” which is linked to a "Master Station" using a variety of telemetry protocols and communication methods. This provides data and information for the purpose of monitoring and controlling the process and the associated plant. 
During AMP 5 and in the planning for AMP 6, water companies are placing more reliance on telemetry to provide the required data both to improve their operational efficiency and customer service. So there is an increasing need to have common standards for telemetry such that the required data can be collected in the most efficient manner. 
The issue facing the UK water industry was that telemetry standards had been driven by individual water companies working with their own suppliers. This led to a wide variety of solutions, with equipment from one supplier not being able to communicate with equipment from another.

The development of the WITS-DNP3 protocol standard

The Water Industry Telemetry Standards (WITS) group was formed in 2003 with the aim of helping water companies generate greater efficiencies by encouraging co-operation between water companies and with engineers and consultants in external supplier organisations. The WITS vision was simple:

"To harness the combined strengths of knowledge, skills and influence of the water industry through taking responsibility for the continuous improvement of telemetry technology and service, through shared developments on behalf of the UK Water Management organisations."

The first task was to investigate the potential for standardising telemetry protocols for communications between Field Devices and Master Stations, in order to enable water companies to move away from being locked into bespoke solutions. The development of a truly interoperable protocol would be of enormous benefit to both water companies and suppliers. Water companies would benefit from increased product choice, reduced cost, simpler configuration and improved data quality. Suppliers would benefit from more market opportunities and the potential to reduce development and support costs.
Hence the WITS DNP 3 Protocol Standard was developed. This was based on the internationally recognised DNP 3 standard which was already in use across the world. However in order to achieve the vision of interoperability, the functionality which the protocol embraced needed to be defined very specifically, and it also needed to meet the requirements of the UK water industry.
This was carried out with a detailed set of Application Notes being produced to specify the required functionality, along with the defined testing regime.
The WITS Protocol Standards Association
Once the Standard was produced, attention turned to its sustainability. To ensure this the WITS Protocol Standards Association (PSA) was established and provides for the maintenance and management of the WITS-DNP3 protocol. The PSA has ownership of the Standard and also the responsibility to ensure it continues to meet the requirements of the water industry.
Martin Pritchard from Severn Trent Water, chairman of the standards association, says “since establishing the WITS-DNP3 PSA in 2011 we have attracted over 70 Water Industry users, vendors and consultants and we continue to grow from strength to strength. The group is in place to ensure the long term sustainability of the standard and this is only made possible with the hard work and dedication of the standards committee.”

Recognition and Supplier Adoption of the Standard

Since the formation of the PSA, work has been carried out to develop Field Devices that conform to the Standard.  This has been driven by both the manufacturers and also a number of the water companies.
WITS compliant Field Devices are now available from Xylem (including the ATU series and Multitrode range), Schneider Electric, Halma Water Management, Metasphere, CSE Seprol and Technolog.  Other products are being developed by, ABB and Brodersen. 
The range of devices does not only include telemetry outstations, but also specialised devices such as pumping station managers, CSO monitors, and flow meters.  This is realising the original vision in so much that the protocol would be adopted across a range of Field Devices to enable them to connect directly to the associated Master Station without the need for a separate outstation.

Currently there are two companies, CSE Servelec and Schneider Electric, who have Master Stations that comply with the Standard.

User Adoption of the Standard
Within the UK water industry the Standard is being adopted by many of the major companies as shown through the following summary.
Severn Trent Water was one of the first water companies to adopt the standard on their replacement Master Station. They currently have in excess of 400 WITS Field Devices operational and they are planning for a major outstation replacement programme with WITS based devices during AMP 6.
Thames Water have had the WITS interface installed on their Schneider based master stations and are currently undertaking a major replacement programme of Field Devices all based on WITS which include:- Xylem Multismart Pumping Station Managers, Xylem Multismart RTUs, Halma loggers, Brodersen RTUs, Technolog level monitors,  and ABB Aquamaster 3 for district metering applications.
Both Northern Ireland Water and Northumbrian Water have the WITS interface installed on their Schneider master stations and are currently working to ensure the protocol will work successfully with their scanning radio systems in which case their replacement outstation frameworks will be based on WITS DNP 3 devices.
United Utilities have included the requirement for the WITS interface to be delivered as part of the new STS Master Station system being delivered by Schneider, and during the remainder of AMP 5 they will replace over 2500 RTUs with WITS based devices.
South West Water has included the requirement for the WITS interface to be delivered as part of the new Master Station system being delivered by CSE Servelec. WITS will be a key requirement of any future RTU specification and during the remainder of AMP 5 South West Water will enter a procurement exercise to select an appropriate RTU suite which will form the basis of the asset maintenance plan (currently circa 2000 devices) and expansion for AMP6.
Anglian Water has included the requirement for the WITS interface to be delivered as part of the new master station system being delivered by Schneider.
Wessex Water has just completed a strategic review of their telemetry requirements for PR14 and is awaiting the outcome.
Case Study – Thames Water 
As can be seen from the above summary, Thames Water has been a major driver in the development and deployment of WITS DNP 3 based products.
Russell Wheadon, SCADA & Telemetry consultant of Thames Water, says adopting WITS will address many long term issues. WITS will enable us to:-

· Overcome inconsistent data sets and alarm/event reporting functionality associated with the vendor’s proprietary RTU functionality and protocols.

· Overcome data/alarm/logging configuration inconsistencies. 

· Minimise the number of RTU interfaces required on our SCADA systems. 

· Remove the bespoke development required for each of the vendor RTUs on the estate.

· Reduce the support requirement to maintain the RTU standard configurations.

· Improve RTU deployment/recovery efficiency. 

· Improve SCADA security. (RTU / SCADA communications secure authentication).  

Previously, water companies would select their telemetry suppliers from a constrained list of Remote Telemetry Unit (RTU) suppliers compatible with their telemetry infrastructure and systems. These were generally built on proprietary protocols and would provide non-standard features and data sets. If new suppliers were selected it would mean that new protocol drivers would have to be added to their systems at significant cost and effort.

Before Thames Water chose to adopt the WITS protocol, it was using 17 different telemetry units across their estate.  This incurred significant effort to manage the procurement, maintenance processes and configuration standards. The configurations were constrained by the proprietary protocols; therefore we struggled to achieve consistent data reporting.

Retrieving data from numerous RTU manufacturers via different protocols led to inconsistent data sets and alarm/event reporting.  Each RTU vendor provided similar features but presented the data differently meaning Thames Water was unable to attain consistent information across the RTU estate. It was unable to draw comparisons between the same asset types being monitored by RTU’s from different vendors.

The WITS protocol enables the standardisation of industry features such as data logging and alarm/event reporting. These features are then configured through the use of the WITS configuration management functions.  As Thames Water is utilising a common set of WITS features it is able to share the WITS configuration approach between each manufacturer, meaning WITS enables RTU’s to be configured in the same way which ensures the data collection is consistent across the estate.

As a result of these features asset centric data sets and alarm reporting can be developed; these can be applied to multiple RTUs from multiple vendors. This reduces the development and testing required when developing configuration for different asset types.
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The WITS central configuration approach provides a flexible mechanism to facilitate changing asset operating and management requirements. As Thames Water moves forward as a business, how it manages its assets will change. The WITS central configuration allows the data collection and alarm reporting of each RTU to be re-configured at any time to ensure Thames has the correct information whenever needed.

The adoption of the WITS protocol provides consistent data and alarm reporting features but it has also provided Thames Water’s SCADA system with improved security. The adoption of DNP secure authentication addresses spoofing, modification and replay security threats and ensures that only the correct RTUs in the estate are able to communicate with the SCADA master.

Once Thames Water made the strategic decision to adopt WITS, the first objective was to replace the legacy RTUs monitoring its sewage pumping stations. The goal was to run its pumping stations more efficiently and achieve optimal control. The Multitrode MultiSmart, now Xylem Multismart unit was selected as it provided a single box solution.  The Multismart and its DNP3 RTU background provided the enhanced pumping system control specifically developed for wastewater pumping stations allowing Thames to use the WITS features to maximise the benefits.

“The MultiSmart provides accurate on-site calculations and measurement of power consumption, pump energy consumption and flow rate to derive overall system efficiency”, says Damian Whelan, ICA Development Manager at Xylem. “By combining all of these into the MultiSmart Intelligent Pump Station Manager, Thames Water can quickly and easily see which areas of a station are performing well and which can be improved. By utilising the pump efficiency function, the more efficient pump can be used more frequently, therefore improving overall efficiency.”
Thames Water has over 400 MultiSmart RTUs in operation and is currently working with six vendors to replace approximately 8,000 RTUs covering a range of assets types, all of which will support the WITS protocol. This will help to minimise the number of RTU interfaces, which will eventually allow Thames to achieve its goal of all RTUs communicating via one interface standard.

They will also start to integrate the new SCADA data sets with its business enterprise systems, to explore centralised wastewater catchments and water supply network management opportunities.
To find out more about the WITS protocol and to join the Protocol Standards Association visit www.witsprotocol.org
