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1  Overview 

There is a requirement to identify the tests to be repeated when a Field Device supports multiple versions of 

the WITS-DNP3 protocol. 

The WITS device must be tested completely with the highest version number of the WITS-DNP3 protocol 

that the device supports. The PSA Test Specification needs to include a list showing those tests that must be 

performed when the device is configured to use a lower version number of the protocol. 

If the device requires a change of firmware or hardware to support a lower number version of the protocol 

then ALL tests must be performed. 

 

 

 

NB. In section 2 onwards, text that is shown in red represents words to be removed from the Test 

Specification and text in blue represents words to be inserted into the Test Specification. 
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2 Changes to the WITS PSA Test Specifications 

The following changes are made to all versions of the specification and should be combined with the 

changes identified in Technical Bulletin #49. 

2.1.1 Amend the revision details as shown: 

Amend the date and revision on the front page to show the relevant revision and a date of September 

2014. 

Amend the document footer to show the relevant revision and a date of September 2014. 

Add an entry to the change history, dated September 2014 with the relevant revision and protocol 

version and details as shown: 

 

Date Revision WITS-DNP3 

Version 

Details 

September 

2014 

  Added appendix 2 – details of tests to be repeated 

with different versions of the WITS-DNP3 

protocol. 

 

 

2.1.2 Add appendix 2, as shown: 

Note that this is an addition, so in order to maintain formatting consistent with the Test Specification 

appendix 1, new text has not been shown in blue. 

 

Appendix 2:  Tests to be repeated with different versions of the WITS-

DNP3 protocol 

 
The following table gives a list of the tests that must be repeated for Field Devices configured for different 
versions of the WITS-DNP3 protocol. 
 

Test 

Section 

Test 

Number 

Function being tested Test for 

earlier 

versions 

Note: The WITS device must be tested completely with the highest version number of the WITS-

DNP3 protocol that the device supports. The following list shows those tests that must be performed 

when the device is configured to use a lower version number of the protocol – indicated with a “yes” 

in the right hand column.  

If the device requires a change of firmware or hardware to support a lower number version of the 

protocol then ALL tests must be performed. 

2.1 WITS Device Profile   

2.1.1 all XML File yes 

2.2 Use of Object Group 0 

2.2.1 all Standard DNP3 Attribute Set yes 

2.2.2 all WITS Attribute Set yes 

2.2.3 all Bulk Configuration Version String no 

2.2.4 all Data Set Definitions no 

2.3 Clock Synchronisation 

 all  no 

2.4 Configuration Management 
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Test 

Section 

Test 

Number 

Function being tested Test for 

earlier 

versions 

2.4.2 all Configuration without Upload or Download no 

2.4.3 Local Configuration and Upload 

 2.4.3.1 Initial upload of BCF and IC from FD to MS yes 

 2.4.3.2 Upload of updated version of configuration no 

 2.4.3.3 Upload of incremental changes yes 

 2.4.3.4 Upload of new apps files from FD to MS no 

 2.4.3.5 Upload changed apps files from FD to MS no 

2.4.4 Download of Bulk Configuration 

 2.4.4.1 Download BCF only from MS to FD no 

 2.4.4.2 Download updated version of BCF from MS to FD no 

 2.4.4.3 Download updated version of BCF and IC from MS to FD yes 

 2.4.4.4 Download of IC and new apps from MS to FD yes 

 2.4.4.5 Download updated apps from MS to FD no 

 2.4.4.6 Total configuration download MS to FD yes 

2.4.5 Download of Template Bulk Configuration 

 all  no 

2.5 Analogue, Binary and Counter data 

2.5.1 all Device Start-up no 

2.5.2 Binary State Actions and Persistence 

  2.5.2.1 Use IC to set action 0 with no persistence yes 

  All others  no 

2.5.3 Analogue Limits 

  2.5.3.1 Use IC to configure a limit with action 0 yes 

  All others  no 

2.5.4 Counter Limits 

  2.5.4.1 Use IC to configure a limit with action 0 yes 

  All others  no 

2.5.5 Limit Profiles 

  2.5.5.1 Using IC to configure profile and test basic FD behaviour with a 

profile vector 

yes 

  All others  no 

2.5.6 DNP3 Object Flag Actions 

  2.5.6.1 Use IC to configure an action for the “online” flag yes 

 All others Use IC to configure the action for the object flags and test FD 

behaviour with object flag changes 

no 

2.5.7 Action Inhibit 

  all  no 

2.5.8 On/off Scan 

  all  no 

2.5.9 Point Override 

  all  no 
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Test 

Section 

Test 

Number 

Function being tested Test for 

earlier 

versions 

2.5.10 Analogue Range and Scaling 

  2.5.10.1 Using IC to configure a different range, scaling and units  yes 

  All others  no 

2.6 Data Logging 

  2.6.1.1 Use IC to configure some periodic logging. Retrieve the log from 

the FD. 

yes 

  All others  no 

2.7 Derived Data 

2.7.1 Minimum 

  all Use IC to configure data derivation for minimum yes 

2.7.2 Maximum 

  all Use IC to configure data derivation for maximum yes 

2.7.3 Mean 

  all Use IC to configure data derivation for mean yes 

2.7.4 Object flags for minimum, maximum and mean virtual points 

 all  no 

2.7.5 Object flags for associated values 

 all  no 

2.7.6 Rate of change 

  2.7.6.1 Use IC to configure data derivation for ROC yes 

  2.7.6.2 Use IC to configure logging of a ROC point and read logged data yes 

 All others  no 

2.7.7 No change 

  2.7.7.1 Use IC to configure data derivation for a no change point yes 

 All others  no 

2.7.8 Integral 

  2.7.8.1 Use IC to configure data derivation for integral yes 

 2.7.8.2 Integral value reset at end of period no 

 2.7.8.3 Use IC to configure logging of integral and read logged data yes 

 All others  no 

2.7.9 State counter 

  2.7.9.1 Use IC to configure data derivation for state counter yes 

 2.7.9.2 State counter value reset at end of period no 

 2.7.9.3 Use IC to configure logging of state counter and read logged data yes 

 All others  no 

2.7.10 State runtime 

  2.7.10.1 Use IC to configure data derivation for state runtime yes 

 2.7.10.2 State runtime value reset at end of period no 

 2.7.10.3 Use IC to configure logging of state runtime and read logged data yes 

 All others  no 



   Page 6 

Released: 15-10-2014 WITS Technical Bulletin #50 - TB0050 Iss 2 

 Affects PSA Test Specification. 
 

Test 

Section 

Test 

Number 

Function being tested Test for 

earlier 

versions 

2.8 Communications 

all    no 

2.9 Health Check Data Set 

all   no 

2.10 Applications Management 

all    no 

2.11 Download of Firmware 

all   no 

2.12 Secure Authentication 

all   no 

2.13 Backward Compatibility 

all   no 

 

 


