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WITS DNP3 - Introduction

DNP3 WITS is an extension of the DNP3 protocol, developed by the UK Water
Industry. WITS includes some additional functionality including use of ‘Data Sets’
(groups of points of interest, e.g. pumps, flows), a connection manager (allows the
RTU to have multiple connection modes and port/routing rules for each mode, e.g.
ADSL, 3G, TCP/IP). The RTU32 creates both ‘bulk’ and ‘incremental’ config files that
can be read by the SCADA host to create its points list.
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e WITS-DNP3 Slave Driver:
— WITS-DNP3 Slave driver dll

* Brodersen WorkSuite* Driver:
— Fieldbus configurator dll
— Profiles
— Function blocks
 Brodersen WITS-DNP3 configurator:
— XML file
— Excel sheet
— Code generator

* Development tool for RTU32 Series — configuration and IEC61131 programming
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WITS-DNP3 driver package

e WITS-DNP3 Slave Driver:
— WITS-DNP3 Slave driver dll

* The driver uses the stack from Triangle
Microworks to handle all the DNP3 functionality,

e.g. receiving/sending DNP3 frames on the wire,
secure authentication etc.

 The driver is a dynamic-link library
(“T5BuseExDNP3SWITS”) and is located on the
RTU32 Flash disk (automatically loaded during
unit start up sequence).
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* In the fieldbus configurator “communication channels” and
“session” is created and configured.

* In order to map an application variable to the WITS-DNP3 driver,
a concept called “Profiles” is used:

Variable input — Binary/Analogue input
Point number

Event class

Debounce filter time (Binary Inputs)
Threshold (Analogue Inputs)
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 The Brodersen WITS-DNP3 configurator is the code
tool which takes the user configured values
defined in an Excel spreadsheet and builds a
complete WITS-DNP3 application program.

 The WITS-DNP3 Configurator tool consists of the
 Brodersen WITS-DNP3 following:

configurator: — Excel spreadsheet: contains user configured
— XML file values, e.g. data points;
— Excel sheet — XML database file: contains code to generate
— Code generator the complete application program;

— Code generator tool: uses inputs from the
Excel and assembles them with the code
pieces from the XML file.
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Excel Worksheets

Code Generator
creates complete

driver configuration
and variables sapce

8 RTU22x Code generstor V14BH7 (GOL/08/27) XE (Macrry

RTU Unit

User configures
drivers / signals
details in template

Excel Worksheets

XML Database file

Get configuration
in the WorkSuite.

Add additional features.
Compile and download.
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Configuration options
RTU Specific:

General project information

VPN settings
WITS-DNP3 settings
GPRS settings
PSTN/GSM settings
ADSL settings

Signal types/Variables
Hardware address
Analogue Threshold

WITS Specific:

Extrema

Integral

ROC

State Counter/Runtime
Point Archive

High Speed Sampled Data
Connection details
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Connection details configuration options:

Index — Specifies the index of the connection detail (0-9)

Port Number — Specifies which communication port to use (LAN1, GPRS/3G,
COM1/PSTN)

Connection Mode — Specifies whether it is a Permanent connection or On-
demand

Dial-Up Number — Specifies the phone number to dial, if a dial-up connection is
used

Network Protocol — Specifies the network protocol (None, IPv4(TCP))

Network Endpoint Type — Specifies the endpoint type (Initiating, Listening or
Dual)

IP Address & Port : Specifies the IP address & port for the SCADA Host server
Use VPN* — This option specifies if the connection must use VPN

*Non WITS-DNP3 specific
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Options for the WITS-DNP3 Slave driver configurable in Brodersen
WorkSuite:

10

Configuration of Data sets class association
Event mode: Sequence of events (all) or most recent

Maximum events: Maximum of events before the RTU starts overwriting old
data

Unsolicited messages: Configuration of when to send unsolicited messages
Use existing incremental configuration in the RTU

Connection retry interval

Connection timeout

Secure Authentication

— Aggressive mode
— Reply timeout
— Max error count
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The interaction between the RTU32 Outstation and the Master
Station can be divided into categories:
e Actions when site is offline:
— Export bulk and initial configuration
— Import into Master Station
e Actions when site is online:

— Incremental configuration
— Local changes
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The bulk configuration is the currently running application program

The initial configuration contains the all data points which were created using
the Brodersen WITS-DNP3 Configurator and when imported to the WITS-DNP3
Master, these points are automatically created.

Importing the bulk and initial configuration:
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