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WHITE PAPER

This threat is real and increasing, as evidenced by recently reported incidents such 
as attacks on TalkTalk. The threat exists not only for businesses and financial systems, 
but increasingly for industrial systems too. In fact, according to Ed Vaizey MP (Digital 
Economy Minister) in a speech at the Intel Security Summit in November 2015, 74% of 
small businesses and 90% of large ones had a cyber breach in the past year, despite the 
UK Government having invested £860m on the National Cyber Security Programme 
since 2011. 
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The list of potential candidates with a desire to launch attacks continues 

to grow and includes nation states, criminals, activists, highly computer 

literate young people or those on the ‘inside’; employees with a 

grievance for example. Their motivations are similarly wide and varied; 

financial, industrial espionage, political, job related retaliation, or simply 

because they can.

We live in a connected world and while some attackers are extremely 

sophisticated, the actual level of knowledge required to ‘hack’ a system 

is plummeting as more sophisticated hacker toolkits are available to 

buy or rent. It is even simpler to rent an army of compromised PC’s 

for a period of time to launch attacks such as ‘distributed denial of 

service’ (DDOS). These automated attacks from compromised systems 

frequently result in Internet Service Providers (ISPs) and web hosting 

companies being taken offline for a period of time while systems are 

fixed and further security measures are put in place.

Some attacks have a specific target - perhaps financial or customer 

data - others are simply fishing expeditions to see what can be 

found. More dangerous attacks could lead to accessing equipment 

to control, disable or destroy. In reality, an attacker may not even 

know what the potential impact of their tampering could be.

Industrial systems are targets
In recent years there have been more attacks targeted on industrial control systems (ICS) and operational technology 

(OT). The real danger here is the amount of legacy technology still measuring and controlling systems. This legacy 

technology can suffer from a number of security weaknesses; in some instances its fundamental design comes from 

a time when ICS security, beyond simple access control, was not a priority. The priority when creating these systems 

at that time was frequently about functionality rather than security. In addition, legacy systems are less likely to 

have been patched with the latest operating system fixes. They tend to be treated as fixed installations rather than 

accepting that many are based on generic IT technology and subject to the patch/update process that is the norm 

for IT in the 21st century.

While the information technology world has moved to better governance of the patch and update process, ICSs are 

unfortunately well known for remaining unpatched with vulnerabilities waiting to be exploited. There are numerous 

arguments for stability and concerns over the potential high cost of re-test when updates are made. The outcome is 

a tendency for them to lag behind their IT relatives in terms of patch level.

Today, more sophisticated attack tools are available, often as toolkits from which bespoke attacks can be built. In 

some cases these attack tools are being discreetly tested against anti-virus (AV) databases to ensure these don’t 

identify them and also use multiple attack vectors to penetrate systems.
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The well-known Stuxnet attack on Iran is an example of the high 

level of sophistication within attack tools. It used multiple methods 

to successfully penetrate a well-protected control network. This 

methodology has now been used to develop further attack tools 

using some of the methods and mechanisms that Stuxnet introduced. 

Stuxnet has even seeded the development of other attack tools; 

Flame, Gauss, Duqu plus potentially other less known or yet to be 

discovered malware.  What we can be certain of is that toolkits are 

now readily available for the ‘bad guys’ to build on and exploit.

Potential attack vectors
So, where are the vulnerabilities?

How can our industrial systems and critical infrastructure be 

breached?

As ICSs become more sophisticated, and businesses desire for real-

time data becomes ever more voracious, the connectivity between the 

business and ICS/SCADA/telemetry networks presents a real challenge 

for organisations. 

Are your networks connected?
More than likely they are - and of course they’re protected by 

firewalls, intrusion detection systems etc. 

However, the routes in are many and varied; protection devices on the periphery can be compromised, 

communications can be spoofed and zero day exploits can be discovered which have no protection.  Users can 

inadvertently or deliberately introduce malware into systems, bypassing all manner of protection mechanisms.

What happens to your utility if your enterprise network is compromised?
Considering control networks, protection mechanisms tend to face externally. However and here’s the key thing, 

controllers can’t tell the difference between an attacker’s commands and a ‘real’ command from an operator.  ‘Air 

gaps’ are sometimes exploited between business and control networks in some industrial systems. There is therefore 

no physical connection between the two yet this doesn’t mean that nothing can cross - it simply means the attack 

vectors must be more inventive, perhaps involving ‘social’ hacking. What we can say with certainty is that this ‘air gap’ 

can be crossed as has been shown by Stuxnet.

Are your control networks connected to the Internet?
Maybe not directly, but what about through other networks? Alternatively, are they accessible by external 

connections? Do you have direct communications from remote sites? Can you really distinguish real 

communications with a remote site from a spoofing attempt?
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So how do you protect your control networks?

Is there malware on your network(s) already?

How can you tell?

Different types of real world threat
As we have seen there are many different threats and numerous 

routes into control networks. The threats actually have very different 

characteristics but can be classified in three groups:

1. Untargeted non-ICS attacks
These are typical generic ‘IT’ system malware. These can attack control 

networks simply because the technology is often the same (eg: operator 

stations running Microsoft Windows in the case of conficker or slammer) 

while not specially aimed at ICS, they can have a dramatic affect.

2. Targeted non-ICS attacks
Again these are non-ICS and consequently target  Microsoft Windows 

operator stations, but impact ICS and control networks.

3. Targeted ICS specific attacks
These attacks are potentially the most dangerous. They are aimed not at 

operator stations, but rather at the actual control technology. 

A notable example is Stuxnet and its manipulation of specific 

Siemens PLCs/configurations, and PLCpwn targeted at controller 

communications.

Increasing awareness of industrial systems and potential access vectors
The hacker community continues to expand and in recent years we have witnessed a significant increase in the 

amount of information available describing ICS protocols and systems along with their potential vulnerabilities. 

Recent ‘black hat’ hacker events have included specific training courses covering attack techniques on 

industrial systems and protocols.

Paradoxically, as has already been noted, the increase in awareness has contributed to the development of hacker 

toolkits aimed at exploiting these very same vulnerabilities. It is now simpler than ever to build malware as the level 

of knowledge required to do so has reduced significantly.

The potential result . . .
So, the question again - What happens to your business if your control network is compromised? Or, to be more 

specific, what happens if your control network is compromised in the following ways?
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•	 Your SCADA servers are taken down or are inaccessible due to DDOS 

attacks, or protocol specific attacks against known vulnerabilities 

disable communications to outstations

•	 More sophisticated attacks such as malware ‘spoofing’ feedback 

signals from controllers or remote sites. For example, maybe by 

receiving a spoofed signal and your operational systems think 

the reservoir level is too high, and send controls to drop the level.

•	 Malware ‘spoofing’ the control signal to the controllers, opening 

valves or starting/stopping pumps. Combine this with ‘spoofing’ 

the controller signals and the operational staff don’t even know 

it’s happening.

Historical assumptions
So let’s take a look at a selection of historical assumptions made in 

the ICS world. In times past it was a simpler world; the challenge was 

more straightforward – we connect system A to system B, we send 

message X from A to B, and we receive message Y back from B to A. 

If B sends an event F to A, then it’s because an event happened at B.

In doing these simple transactions we were making a lot of 

assumptions :

•	 That everyone is who they say they are – that B really is B.

•	 That what is said is what is heard – if we send X then that’s what B 

receives.
•	 That if we have a connection problem, message X will get through.

•	 That if we receive event F it’s because there really has been an event at B.

So assuming all this then the only real issue is availability. As long as the system is available, then all is well...                             

A reliable system is a successful working system.

Meanwhile, in the real world . . .
Sadly, this is not the real world and certainly not the world we live in now, and to a certain extent it never was – we 

were vulnerable without realising it.

•	 Do all vendors speak the same language, the same protocol version, or different dialects?

•	 Does anyone ever plug an unauthorised device into the system and would you know?

•	 Can a remote telemetry unit tell who is sending messages to it and does it really know?

•	 Can you tell the difference between equipment failure and a cyber attack?
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Fragility and resilience
There are a number of ways to handle this. We can impose rules on 

access wherever possible to protect the system’s periphery, but, the 

end result is still a fragile system:

•	 A device could be intentionally or unintentionally plugged into 

the system which could compromise it.

•	 User action could unintentionally damage the system.

•	 Malware on a PC could damage the system.

What we need are ways to make systems resilient:

•	 Plug any devices in and our system won’t let it do anything bad.

•	 Design to protect against accidental ‘knocks’ from users.

•	 Design so that while malware could disrupt it, it won’t be 

damaging.

Information technology v operational 
technology cyber security
The message must be that a fragile system can never be a secure 

system. In order to understand what ‘secure’ means in the context 

of an ICS, we need to appreciate some key differences between the 

information technology (IT) and operational technology (OT) worlds.

Both IT and OT employ more or less the same technology in many 

areas and the same protection devices and mechanisms. 
Typical IT protection involves deploying firewalls, DMZ/Proxy servers, network intrusion detection, device 

connection policies and active management etc. 

In the OT space firewalls, DMZ/Proxy servers and ‘air gaps’ have historically been used. Since Stuxnet and 

other similar attacks on industrial systems, greater emphasis has been placed on securing the OT devices and 

networks in terms of better configuration and network management, antivirus on OT servers and clients.

But is the cyber threat limited to servers and client PCs? What about PLCs and RTUs? 

Information technology v operational technology differences - key assets
The key IT asset is people; their actions and interactions with systems can be dynamic and unpredictable. It is 

very difficult to predict what ‘legitimate’ users will do or try to do and much harder still to predict what potential 

hackers will do.

However, the more you restrict legitimate access to systems, the more you potentially make businesses suffer. 

Conversely, if you permit easier access then the risks of unwanted intruders gaining access is increased.

In the IT world attacks are often aimed at extracting information - hacking devices to retrieve data. 
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In the OT world the key assets are machines. It’s a world of machine-

to-machine communications, the interactions are static and 

predictable. Machines are fundamentally predictable. Consequently, 

we don’t need to classify new traffic streams if we know what 

protocol everyone is speaking. There is no need to tease out new 

activity if it’s the same every day. Why can anything happen that’s 

not predicted when we know what machines will do?

Machines are repetitive with a limited number of messages; a limited 

‘dictionary’. Importantly, we know what the messages are and hence 

we know what these machines will say!

Developing OT security recommendations
So with these differences in mind and mindful that we are dealing 

with repetitive and predictable exchanges, we can now attempt to 

develop security recommendations. Effectively we must conclude 

that the fundamental message is “deny by default and permit by 

exception”.

This becomes even more of a priority when dealing with remote 

sites outside the network perimeter, where the arena for attack is 

potentially much greater when factoring in communication links.

The thought process behind developing security recommendations is that we begin by white listing only things 

that we need for our systems to work:

•	 Identify only what can run - the applications.

•	 Identify only what can speak - the devices.

•	 Identify only who they can talk to - the connections.

•	 Identify only what they can say - the messages.

So, if we do this, what happens? Nothing happens! The machines won’t complain, they’re able to communicate 

correctly in exactly the way they were designed. You are however constrained from doing something ‘different’, 

which means in turn that unauthorised users and malware are also constrained.

So what would OT cyber security look like?
We restrict the range of ‘potentials’ to known ‘possibles’. Anything outside is unauthorised or unexpected 

activity is identified, terminated and subsequently investigated. We detect and alert on any unauthorised 

activity (commands or timings).

So what would an OT cyber attack look like?
Our target is to restrict an attack to a controlled subset of the ‘possible’ which causes disruption not damage.
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     Servelec Technolgies
 

EtherGuard® is a Layer 3 industrial Information Assurance (IA) appliance designed to protect critical 
infrastructure facilities from internal or external cyber attacks. It is specifically designed to provide 
strong cryptographic defence-in-depth protection for IP connected PLC (Program Logic Controller) 
and RTU (Remote Telemetry Unit) devices to connect to IP networks.
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Finally you must ask two key questions:
1. Do you use all the features in your device?

If not, can other features be removed or disabled? If they aren’t and an attacker gets in, they have access to commands 

and controls that your system was not designed to receive and deal with.

2. Can you detect an attacker?

If you can’t then how do your devices know where a command is really coming from? How do you know if the 

‘feedback’ signals from your devices are ‘real’?

At Servelec Technologies our focus on cyber security is at 
the forefront of everything that we do. To supplement our 
market-leading software encryption standards, we have 
partnered with 3eTI to integrate EtherGuard® into our 
cyber security suite. 


