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You askede

Q) Typically how long does it take to get a product self certified ?

A) From point of submission for self certified application to WITS it typically takes
1-3 months to complete the verification process dependant on WITS technical team
availability (which is provided on a voluntary basis).

In terms of a vendor producing a product ready for submission for self certification
this on average will take up to 12 months (i.e. to convert an existing product to
include WITS)

Q) Should we continue with Self & Fully Verified Certification - does this help

users and vendors?

A)We shoul dndot get rid of it but recogni sin
part of the original project to develop the original Master and Field Devices (gives

users and vendors some | evel of benchmarkin
system is now ready for some refinement/simplification especially as the number of

new FDOs has steadily grown.

Q) There are other WITS loggers on the market but these were not included in
the list, is there a reason for this?

A) The WITS PSAC is not aware of any devices not currently listed on the WITS
website. If there are others that we should be aware of please contact a PSAC
member.



Q) Should we have more than two levels of assurance for — Wl I S
products , to reflect what normally happens in the —
marketp|ace P WATER INDUSTRY TELEMETRY STANDARDS

A) Please see the answer referring to Self & Fully Verified Certification processes. In
summary we are looking to review and refine the process.

Q) Most of outstations can well serve as gateway. Are there any specific
requirements a gateway should meet?

A) Gateways are subject to the same rules as any other WITS Field Device (i.e. their
capabilities are defined by their WITS device profile which is created by the WITS
product manufacturer)

Q) What is high speed logging, and why the requirement?

A) Please see the published Application Note where high speed logging is descried
in the Incremental Configuration section. In summary though, the requirement is
that Water Companies sometimes need to record information at higher rates (e.g.
water pressure) normally related to the time of an event, the high speed logging
extensions support this.



Q) WITS development process encourages vendors to e WI I S
prepare a business case. Is there any evidence available of —
any vendor who can verify that they have made a net profit VVATER INDUSTRY TELEMETRY STANDARDS

over a 3 year period, from having a WITS compliant product in the market
place ?

A) None of the current vendors have shared such commercial information with the
WITS PSAC. However, many thousands of WITS Field Devices have now been
depl oyed giving a clear steer to the indust

Q) Is WITS defining a protocol or a specification for a telemetry system ?
AYWI' TS has specifically defined a protocol b

Q) How will you prioritise issues in the new ticketing system?

A) They will be prioritised by the PSAC or one of its subgroups, bearing in mind the
importance placed on each issue by the requesting user.

Q) If fleet of battery powered devices incurs excessive battery and or GPRS
data costs because of a master station software issue, who is liable for the
COSts?

A) The user should discuss any particular issues like this with their respective
Master Station and Field Device suppliers and resolve it as they would for any
commercial issue .



Q) What suppliers have timescales for supporting WITS 3.0? Wl I S
A) WITS PSAC have requested this information from the
WA‘{ER INDUSTRY TELEMETRY STANDARDS

vendor s. | t 6s probably dependan
vendors have anything to announce the PSAC will publish it on the WITS WebS|te

Q) How can you encourage another master station vendor to develop WITS, to

increase competition?

A)Oneof the stated W TS Strategy aims is to
number of ways to encourage other vendors to enter the market have been

discussed and we will continue to work on them. We also hope that the recent WITS -

IOT developments will provide good opportunities for prospective new vendors to

enter the marketplace.

Q) Rather than a new master station vendor could a WITS OPC server be
developed which could be utilised by multiple new master stations?

A) This is a possibility and under discussion by the WITS Strategy subgroup.

Q) What impact would encryption have on bandwidth requirements?

A)We 6re not sure. The addition of encryption
detrimental impact, but we are not yet in a position to assess the size and nature of
that impact.



Q) When will WITS 3.0 be available on either of the two CUrrent s Wl I S
. | ——
master stations? ———

A) The WITS PSAC have requested this information from the VWATER INDUSTRYTELEMETRY STANDARDS
vendors . | t 0s probably dependant on user dema]
announce the PSAC will publish it on the WITS website.

Q) Why Mqgtt and  http , why not just choose one? (The latter would seem more
standard)

A) Because they have different modes of communication and we wish to cater for
both. In HTTP the Field Device will talk directly with the Master Station using HTTP
and therefore both must be available at the same time. In MQTT the Field Device
could talk with an interim device which can talk to the Master Station at a later
time. In MQTT this means that the Master Station and Field Device need not be
online at the same time and this is more suitable to certain types of 0T device.

Q) What commitments/timescale for WITS-IoT master station support?

A)YWe canodot give any at the moment because we
stages. More information will be announced as work progresses.
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Very bright
selling points
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The Here and Now

Andrew Welsh Charles Williams
Xylem Water Solutions Sweco
[ 3
xylem sWEco 2§

Let's Solve Water



A brief history Thames E‘WITS

Water
_ N, love,
In the water industry, telemetry — eue\@
system vendors developed —— d\ropo
proprietary protocols for - Scottish anglianwater

Environment

communications between their v, Water Agency

ield devices and master stations
Consequently end users of the

W/X ——— telemetry system became locked

YorkshireWater in to the particular supplier

&

The Water Industry : :
Telemetry Standards (WITS) First project undertaken was

group was created in 2003 to produce an open standard
to introduce change for transferring data between

NORTHUMBRIAN field devices and a telemetry

WATER (wmg W master station
SEVERN

' United Designed by the
Utilities

WATER

Water Industry for the
Water Industry




Protocol Selection
What were the requirements?
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0

1200 bps +
(Gown 10 300 bps in
octual instalistions)
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Distributed Network

Protocol (DNP) 3

INTEROPERABILITY
REDUCED RISK
Vendor A Vendor B
SEWITS |
COST REDUCTION =

FUNCTIONALITY

TRUE AUTHENTICATION
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DECOMMISSION
LEGACY PROTOCOLS

ONE COMMUNITY

FUTURE DEVELOPMENT

INDEPENDENT COMMS
ARCHITECTURE

FULLY SCALABLE
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Development &
Testing

A Needfor a precisespecification

A Developmentof the Application Notes and ‘EE""';;”
associated tesspecifications -

A
VITT | Water & Wastewater

A Sixwater industry telemetry suppliers N\
developed both master stations and field &
devices to prove and enhance the TECHNOLOG
specification

. e

e ——
\ sgnere

In 2010 the

WITSDNP3Protocol|  Schneider
Standardvas QB Electric

NEf Sl aSR Ly W2 LISy

- a
standard? Y ) CSE Servelec
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Water Industry Adoption
The WITS PSA

Sustainability
of the
standard &
long term
benefit of the
water industry

Over 70
members

Management
and

The PSAC is

elected from
the PSA
membership

Maintenance
of the
standard




Protocol Standards =WITS
Assoclation Committee

W Chairman: Simon Harrison Anglian Water
J—

; Vice Chairman: Stuart Combellack  Technolog

= Secretary: Ed Oborn

- Y

; DNP Representative; Barry Shephard ~ Sweco

- : - :
"Q User Representatives: ‘.Q‘ Vendor Representatives:

Jim Baker Water Corp. of AustraliaMark Davison Terzo Digital

Simon Flaherty Dwr Cymru Andrew Welsh Xylem Water Solutions
Russell Wheadon Thames Water Gavin Rawson  Servelec Technologies
Martin Pritchard  Severn Trent Water  Andrew Scott Schneider Electric

Jerry Trowbridge  Northumbrian Water Charles Williams Sweco
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Product Development

Understand Prepare a Build and
the current WITS Device Test Scope
standards Profile P

Reuse Prepare a Apply tor a
available Draft Buginess Device
5 estimate £ Manufacture
Product & Verification / Relevant
Internal Self e
Software Testi e Certification
esting Certification S
Development Testing Application

WITS PSA
Technical

Complete Submission

to WITS PSA

Accepted
Rejected

Application
Form Group Chec
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Product Certification

| —
Self Certification T‘él;IFICﬂTION
Tests are conducted by the Tests are carried out against
vendor themselves using existingWITS Verified
their own test equipment. devices in conjunction with

Tests do not involve any the vendors of those WITS
third party. Verified devices.

This ensures a greater level
Device Profile & Version  of confidence that the
equipment complies with
the protocol and delivers
interoperability.

The Device Profile defines the
standard functionality that is
included in the particular
device

The Version is the particular
version of the Standard with
which the device&eonforms.



Example Device Profiles

Vendor
(click for

vendor's
Home page)

xylem

Let's Sobve VWater

Schneider

N

TECHNOLOG

ADD
Mnpp

Product
Name

ATU

Talus Tde

Cello v4

AquaMaster3

Description

Intelligent RTUs with expandable 1/0, communication
and PLC functionality. Mains, DC and low power
(battery). IP6x for control room to robust harsh
environments.

A functionally rich WITS verified field device providing
meonitoring, control and diagnostics facilities for water
industry applications

The WITS Cello is a low cost, portable, battery
powered, rugged and waterproof GPRS field device
with a custom antenna for underground use

AquaMaster3 is an electromagnetic flowmeter with
built in WITS data-logging of flow rate and pressure
measurements for remote applications

WITS

WATER INDUSTRY TELEMETRY STANDARDS

I

Link
o Status
Device .
s (ke
(click) 8
V1.1 Lﬁ“’ wIT
Vi ﬁw'ﬂ

-— t_____...._#_wws ‘
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Product Development

There is now a range of WITS Telemetry
WITSDNP3 based Master Stations from:

products covering:
Schneider ¢ y servelec technologies

A Master Stations é} Electric
A Outstations
A L . =
A SZ?,%?,E WITS field device
A Pumping Station products from:
Management = #
A Gateway Devices ABB EmODmeEn HWM
/.#"—'h-.\ —_— ifying systems
optimize! .
esphere "o ft i Schneider
R @Electric
{9, servelec technologies

b
xylern TECHNOLOG

Let's Solve Water
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Master Stations

=

¢y servelec technologies

Schneider
9Electric
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Schneider

Outstations
X\. ,l & Electric
e m ‘ ‘.”)”z‘-qo"g:)w’jss; ;‘;:__;ﬂEE.ss;sasssss;‘sl_., :

Let's Solve Water

-

BRODERSEN

simplifying systems




Loggers

TECHNOLOG
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Sensors




Pumping Station =VWIIS
Management

xylem

Let's Solve Water

Schneider
aEIectric
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Gateway Devices

xylem

Let’s Solve Water

optimize!

fting




Water Industry User =VWVITS
Ad O ptl O ﬂ 150,000 + telemetry relatec

field devices in use

WITS DNP-3 PROTOCOL ADOPTION
__."'."}'"»- it

= \ 15 year life span so on goi
e 7 need to replace
.l_i;:) 7 /
A

8000+ WITS field devices
installed

Numbers increasing all the

time as legacy replacemen
programmes continue

Yorkshire

\
Waster

Water Services Association
Australia is recommending
2 L ¢ { Fa . |

Irish Water are considering
specifying WITBDNP3 as
- Those wih WITS on their MiS and already have WITS Fiaki Devices instakied the”' Standard protocol

- Those with WITS on ther M/'S and will nstall WITS Field Devices during AMP 6

. Scuthern Water_—
, oditem Yaie

o
S a




On -going Development
Version Control

=WITS

WATER INDUSTRY TELEMETRY STANDARDS

WITS-DNP3

Version 3.0
ﬁ Using Secure Authentication V2 or V5

4 ) >

Version 1.3 ‘:ﬁ streams into one.

Added incident logging, significant change reporting
WITS-DNP3 and optimised use of the protocol. Merged the two

[ApriI 2016) (r=

Thames Water sponsored additions:

AlLocal application of action inhibits
Severn Trent Water sponsored addition:
AEnd of Period counter reset

AHigh speed sampled data storage and retrieval

WITS-DNP3 Added support for Secure Authentication V5

[May 2013]
WITS-DNP3
(r—: Version 2.0
[July 2012] Using Secure

Version 1.2 ‘:—\

WITS-DNP3
=’ Version 2.1

\ Authentication V5 /

Clarifications and newo f[éuaet201l] e

WITS-DNP3
Version 1.1 ‘:—\\
Using Secure First released version of the protocol [November 2010]

\ Authentication V2 /

790

of AContr ol



Communications

Existing Users

Theoriginal users oWITS
DNP3devices are using the
devices with communications
media that allow the remote
devices to report unsolicited
data changes (GPRS, ADSL,
PSTNetC.)
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New Users Requirements
New userdiave been evaluating
WITSDNP3 devices using their
scanning radicommunications.

Both Northumbrian Waterand
Northern Ireland Watemnwent
through a number ofrials.

Usingnew devicewwith existing
outstations on the same scanner
during themigration.

Both since adoptingVITSDNP3
devices to replace their legacy
estates

AnglianWater are following a
similar routefor their legacy
replacement



Why should | adopt?

f

Andy Crouch Dan Bunting

Strategy Manager Operations Manager

love.
evexy)
dvope
anglianwater



Our History

iester

One system o

One supplier

One protocol
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Our Strategy

WITS Device
Frameworks

Update communication:

Infrastructure

Replace Master Statio
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WE NEED YOU!
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CPNI Removes
security Risk

| | AW
)

adopted?

/ Best for Introduces
\ business - Competition

'/ Potential ’
CAPEX
. Savings
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Our Journey

New
methods
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s T B

1' The Future

-
o NEXT EXI J |
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Mark Davison
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1) A heavyweight =WIIS
among protocols

The Problem The Answer

A Large Specification [JEARAGEIEY:!
Optimisation

A Communications
A Verbose and chatty Analysis

A Larger Code Size

A Hard for smaller A Another Protocol?
devices




=WITS

2) Not a level playing
field

The Problem The Answer
A Only two master A Master stations
stations made available for
: : testin
A Licensing costs J
A Open document
A Support costs oublished

A Testing costs




3) Barriers to vendor

entry

The Problem
A Cost

A Complexity
A Market

A Staff Availability

=WITS

WATER INDUSTRY TELEMETRY STANDARDS

The Answer

A Article on website

A Other options undef
consideration

A Actively encouraging
the market

A Changes to Device
Catalogue

A Protocol changes?




4) Testing and =WITS
Interoperabllity

The Problem The Answer

A Tests focus on a A Device Catalogue
S CREIREVIEEE | A Plugfests

A Not exhaustive

A Complex and
expensive to prepar

A Recertification

A Retesting




5) User =WITS

Configuration

The Problem The Answer

et el | A Practical guidelines
can be difficult A Feedback into

A Differences in Standard
R s Re s | A New Annual User

.. Da

A Similar issues facec Y
A Important for WITS
AESIESETENVEIET: | o encourage users

A Protocol or Practice
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6) Issue Management

The Problem The Answer
NVERASIE =6 | A Ticketing system

A Dealt by a Technica A mt_roduced
Forum Still addressed

through the Forum

A Some slipped
through unresolved
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/) What are your plans?

Gb2 LXFyas y

A Groups introduced

A Strategy objectives set

A Actions set to meet objectives
AYtLQa ONBIGSR 02| YSI a
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Develop a strategy tq Develop clear e ——

WATER INDUSTRY TELEMETRY STANDARDS

enable vendors to guidelines on WITFS
bring a WITS produc DNP3 security aligne [I\/Iajority of UK
to market to CPNI best practic Water Companies
to have adopted
Maintain protocol development inline with WITSDNPS3 as thei
users requests & requirements first choice protoc
for remote field

The 7 Point Strategy ~ _r—
Objectil ves, we 'V

Maintain a clear definition for users
Ensure the PSA ha

the correct
membership to

ensure these - /M

objectives are . | nL
achieved WITS to have a developing presence |

other countries
\_ J

regarding where WITFBNP3 fits into their
individual company telemetry strategies
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Come to the
committee
YSSUAY 33
Invited!

Feedback through the
secretary or PSAC
members

Get Involved!



Lets not forget!

WITS DNP-3 PROTOCOL ADOPTION
ety

I
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i

- Those watn WITS on ther MiS and already have WITS Feld Devices instabied

- Those with WITS on ther M/S and will nstall WITS Field Devices during AMP 6
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0 Good News ST

|

Jerry Trowbridge
SCADA & Telemetry Team  Lead

NOR'I'HUMBRIAN
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eSCADA € W@ <A > Tunstal System ; BRE rop
Hindon

Wandi!d

Bolam Kol Bolam Na2

ESW Regional

eSCADA oy W& A ) Abberton Offtake Pumping Station

A ERET)

eSCADA W& <4 A> 07-D14 Sth Stanley Craghead €S0 03 Site RACHHE B
— —

Asset Hiorarchy Name. [ RAGHEAD FRONT STREET (MORTH) (NEVI)




Private  Pumping =VWVITS
Station Adoption
" A Estimated numbers

+/- 25007

. A'52000 Adopted
Solution

A 90 to be installed by the
end of the year




WITS

Flood alleviation Sites e




Dynamic Logic SPS =WIIS
Replacements

Replacement
50% Complete

S2000 Adopted
Solution
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Monitoring

850 Native DNP3

o i H
eSCADA & W &< L = 03-DO0S, Broomhaugh CS0 06 {(NY99641206) El@ [
Asset Hierarchy Name | CORBRIDGE SPRINGFIELD COTTAGES (NEW) CSO Out Of Hours Risk
Pipline Reference (PLR) | 33541205 Site Name | WY33641206_CORBRIDGE_MAINST |
]
-
= c 2 .
3 C_" Scheduled Dial In
MNormal
Sewer Level Last Logged Time 11 Oct 2016 01:15
= Sewer Level Lastest Walue: 2008 %
flarm Stztus: Normal
0w
0wl
g Outstation State: Disconnected (Unavailablk)
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E
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DMA
Monitoring

1767
364
136
12

d Halma

d Technolog
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d Types
PSTN, GPRS, SMS

eSCADA @ B& < A b Tyneside Central Gosforth DMA w, AME DM@ |
———
E Seaton Burn Duc!le)iK Collingwood ChaseK East Cramlington
nesi Hazelrigg NT013 ONT 024
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> | | | | | .
| | | | 1
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[ Flow =
DONT023 Burradon NT006 Fordley ET008 Areas.CFS Northumberland and Tyne 2. Greenhills NT099, Flow
Gosforth Park y ;
109 lls | 29.8m 3.4lis ‘ 288 m . High High
[ [ [ B0 4-————
) 4.04
Greenhills NT098 DNTO25
Killingworth Way aad
0.7 lis | 391m Tynes .
[ [ Centr; High
Killin, 20+t -y P AW
] Sieme
Backworth Kingwth 1.0}
East ET087 '
0.01ls 3T8Bm Underrange
Tyneside e
East
’ Chirton T T T T T - T T
08, 00:00 09, 00:00 10, 00:00 11, 00:00
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Reservoir Security

WITS RTU
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Good Points

A No more Vendor Lock in J

A Simplified (Initial ) Commissioning

A Using the right tool for the job

A User conversion from DNP3 & WITS

Learning Points

A Steep Learning Curve
A Manufacture interpretations of standard can differ

A Data availability / logging perception will change
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Where are we
NOW?

A The protocol is not static

A We have added features during the
protocols lifetime

A We have improved the specification

A There are other user requests that
we could add

A As already mentioned we are using
a ticketing system

A Consider what other things would
you like to see in WITS and ensure
that these are known to the PSAC?
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Here is my Device Profile




3 Security )

A Anaddition to the DNP3 ¢
(IEEE Std 1815) protocol
== A SAauthenticates the sender of the
message
= A Detectswhether the message has
e beenmodified
A DoesNOT encrypt data
== A Basedn NISTapproved cryptography
== A Standardizedy UK Water Industry
(UKWITYS)

t o8
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WITS-DNP3

Version 3.0
Using Secure Authentication V2 or V5

4 ) 4 )

WITS-DNP3 WITS-DNP3

Version 1.x Version 2.x

Using Secure Using Secure
Authentication V2 Authentication V5

- J g J
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http://  www.epri.com Productld=3002003736

DNP3 (IEEE 5td 1815TM) Secure Authentication: Implementation and Migration
Guide and Demonstration Report

Product ID: 3002003736 Sector Name: Power Delivery & Ufilization -
Date Published: 22-Dec-2014 Distribution & Liilization
Pages: 20 Document Type: Technical Results

Price: Mo Charge

This Product is publicly available

2.88 MB - Adobe PDF (.pdf)


http://www.epri.com/
http://www.epri.com/
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Abstract

o0 T hrepsrt is intended to be a tutorial
accompaniment to the Institute of Electrical and
Electronics Engineers (IEEE) Std 1815TM, also known
as the Distributed Network Protocol (DNP3). This
report focuses on the Secure Authentication features
of the standard (DNP3 -SA), and provides guidelines
on how utilities can best design, implement and

migrate toward using these cyber -security
features . The report also describes the objectives,
Implementation and results of a multi -vendor

Interoperability demonstration organized by the

Electric Power Research Institute (EPRI) in 2014 that
illustrated compatibility between existing DNP3 -SA
products and devices . 0
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A SAv5 extended the functionality of SAv2 by
adding the concepts of users who could have
different roles

A Users and their roles would be managed using
an OAuthorityo

IEC 62351-8 Std New Interface

7 ’Certificates (PKI) (DKMP) DNP3-SA
S ‘ —3 ﬁ
& J 12
= 0NN -’-'i-s
Certificate DNP3 Authority DNP3 DNP3

Authority Master Outstation
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Distributed Network Protocol (DNP3) Security Interoperability Activities 2015

Product ID: 3002005945 Sector Name: Power Delivery & Utilization -
Date Published:; 17-Dec-2015 Distribution & Utilization
Pages: 104 Document Type: Technical Hesults

This product is available at no cost to funding members only. If you are a member, you must Log in to access.
Price: % 10,000 (Us Dollars)
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Abstract

o0 T hrepert describes the latest progress in
promoting the adoption of the Secure
Authentication features of the Distributed

Network Protocol (DNP3 -SA) within the power
Industry. It describes the development and

review of the new DNP3 Key Management
Protocol (DKMP) specification for managing
DNP3-SA security credentials. It also describes
the evaluation of the DNP3 -SA Test Procedures
document that was performed during a multi -
vendor workshop hosted at the EPRI Cyber -
Security Lab in Knoxville, Tennessee . 0



=WITS

WATER INDUSTRY TELEMETRY STANDARDS

==l

Electric Power Research Institute

3002005945

__—

-

DNP3 TB201602
Addressing deficiencies in DNBAv5

bt

DNP3SAv6
I
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Plain text DNP3
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Encryption o DNP3

solution
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BitW encryption/decryption devices



Encryption 0 the option
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the options
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= | |St Oof Issues:

==
A People Change

A New Product Issues
—A¢KS ahKzI G(KIFGQa K2g
— KI 9SS 0SSy R2ySHHHE
— A Different Interpretation of the
. Standard by Suppliers

A The version gap top end and
=== bottom end

== A Runaway phone bills
== A . dzZ34a3X 0dzZ34ax 0dz3aaX

=
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= The Good List:

!
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A
A
A
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T

We have just about finished the

migration

WITSDNP3aspects of our outstations

have performed well

hyOS GNRARIKGE 6S SELISNR S
repeatable performance

We have outstations from different

suppliers running WITS using the same
basic templated configurations

BAU procedures are now in place to
YFTS 2dzNJ O2y FAIdzNI GA2Y

Postmigration we can plan our
roadmap
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Future Vision:

=

=== y )
A G/l 2yaz2zt ARFGAZ2YE TFTANNYGSI N

= 2000 outstations

=AG!fgléa 2yé O2YYa oOdzwAy

links??7?)

= ACIOATfTAGOIGSa aSOSNHNES

—= A Better outstation management

E —

A Decommission legacy PSTN
infrastructure

A Topend upgrade imminent facilitates
move to WITS 1.2

== A WITS with encryptiooould be a big
efficiency for ug; security an issue



= WITS

WATER INDUSTRY TELEMETRY STANDARDS

Internet of Things

Gavin Rawson Matthew Stuart
Development Fletcher Combellack
Manager Staff Senior Software
Engineer
@ servelectechnologies Schneider N

aElectric TECHNOLOG
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