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WITS Expo Feedback  

14 Tweets 
1200+ Views 
80 Interacted 

91 Attendees 
10 Market Stalls 
5 Key Speakers 

One word to sum up the day  

 
17 Questions 

What type of field 

devices will you 

be interested in 

purchasing in the 

future?  

Do we need 

Encryption?  

The event was one of the best 
conferences in recent times ς very 
useful, informative and interactive 

Pearse Bradley, Northern Ireland Water  

Which 

communication 

types will you be 

using in the 

future?  

Do we need to   

add compression 

capability?  

We askedé 



You askedé 

Q) Typically how long does it take to get a product self certified ? 

A) From point of submission for self certified application to WITS it typically takes 

1-3 months to complete the verification process dependant on WITS technical team 

availability (which is provided on a voluntary basis).  

In terms of a vendor producing a product ready for submission for self certification 

this on average will take up to 12 months  (i.e. to convert an existing product to 

include WITS)  

  

Q) Should we continue with Self & Fully Verified Certification - does this help 

users and vendors?  

A) We shouldnõt get rid of it, but recognising that the process was introduced as 

part of the original project to develop the original Master and Field Devices (gives 

users and vendors some level of benchmarking/confidence) itõs recognised that the 

system is now ready for some refinement/simplification especially as the number of 

new FDõs has steadily grown.   

  

Q) There are other WITS loggers on the market but these were not included in 

the list, is there a reason for this?  

A) The WITS PSAC is not aware of any devices not currently listed on the WITS 

website.  If there are others that we should be aware of please contact a PSAC 

member.  



Q) Should we have more than two levels of assurance for                                               

products , to reflect what normally happens in the                                          

marketplace ? 

A) Please see the answer referring to Self & Fully Verified Certification processes.  In 

summary we are looking to review and refine the process.  

 

Q) Most of outstations can well serve as gateway. Are there any specific 

requirements a gateway should meet?  

A) Gateways are subject to the same rules as any other WITS Field Device (i.e. their 

capabilities are defined by their WITS device profile which is created by the WITS 

product manufacturer)  

 

Q) What is high speed logging, and why the requirement?  

A) Please see the published Application Note where high speed logging is descried 

in the Incremental Configuration section.  In summary though, the requirement is 

that Water Companies sometimes need to record information at higher rates (e.g. 

water pressure) normally related to the time of an event, the high speed logging 

extensions support this.  



Q) WITS development process encourages vendors to                                       

prepare a business case. Is there any evidence available of                                            

any vendor who can verify that they have made a net profit                                                  

over a 3 year period, from having a WITS compliant product in the market 

place ? 

A) None of the current vendors have shared such commercial information with the 

WITS PSAC.  However, many thousands of WITS Field Devices have now been 

deployed giving a clear steer to the industry on userõs requirements. 

 

Q) Is WITS defining a protocol or a specification for a telemetry system ?                     

A) WITS has specifically defined a protocol based on userõs requirements. 

 

Q) How will you prioritise issues in the new ticketing system?  

A) They will be prioritised by the PSAC or one of its subgroups, bearing in mind the 

importance placed on each issue by the requesting user.  

  

Q) If fleet of battery powered devices incurs excessive battery and or GPRS 

data costs because of a master station software issue, who is liable for the 

costs?  

A) The user should discuss any particular issues like this with their respective 

Master Station and Field Device suppliers and resolve it as they would for any 

commercial issue . 

 



Q) What suppliers have timescales for supporting WITS 3.0?  

A) WITS PSAC have requested this information from the                                                                      

vendors.  Itõs probably dependant on user demand.  When                                                    

vendors have anything to announce the PSAC will publish it on the WITS website . 

 

Q) How can you encourage another master station vendor to develop WITS, to 

increase competition?  

A) One of the stated WITS Strategy aims is to reduce vendorõs barriers to entry. A 

number of ways to encourage other vendors to enter the market have been 

discussed and we will continue to work on them. We also hope that the recent WITS -

IOT developments will provide good opportunities for prospective new vendors to 

enter the marketplace.  

 

Q) Rather than a new master station vendor could a WITS OPC server be                                                

developed which could be utilised by multiple new master stations?  

A) This is a possibility and under discussion by the WITS Strategy subgroup.  

 

Q) What impact would encryption have on bandwidth requirements?  

A) Weõre not sure. The addition of encryption is expected to have some form of 

detrimental impact, but we are not yet in a position to assess the size and nature of 

that impact.  

 



Q) When will WITS 3.0 be available on either of the two current                                              

master stations?  

A) The WITS PSAC have requested this information from the                                              

vendors .  Itõs probably dependant on user demand.  When vendors have anything to 

announce the PSAC will publish it on the WITS website.  

  

Q) Why Mqtt and http , why not just choose one? (The latter would seem more 

standard)  

A) Because they have different modes of communication and we wish to cater for 

both. In HTTP the Field Device will talk directly with the Master Station using HTTP 

and therefore both must be available at the same time. In MQTT the Field Device 

could talk with an interim device which can talk to the Master Station at a later 

time. In MQTT this means that the Master Station and Field Device need not be 

online at the same time and this is more suitable to certain types of IoT device.  

 

Q) What commitments/timescale for WITS-IoT master station support?  

A) We canõt give any at the moment because weõre still in the early development 

stages.  More information will be announced as work progresses.  









The Here and Now  

Andrew Welsh  

Xylem Water Solutions  

Charles Williams  

Sweco  



A brief history  

In the water industry, telemetry 

system vendors developed 

proprietary protocols for 

communications between their 

field devices and master stations  

Designed by the 

Water Industry for the 

Water Industry  

 

Consequently end users of the 

telemetry  system became locked 

in to the particular supplier  

The Water Industry 

Telemetry Standards (WITS) 

group was created in 2003 

to introduce change  

First project undertaken was 

to produce an open standard 

for transferring data between 

field devices and a telemetry 

master station  

 



Protocol Selection ð 

What were the requirements?  

Interoperable In-depth data 
Enhanced 
security 

Supported 
standard 

Scalable 
Saves time 
and cost 



Distributed Network 

Protocol (DNP) 3  



Development &    

Testing  

Å Need for a precise specification 

Å Development of the Application Notes and 
associated test specifications 

Å Six water industry telemetry suppliers 
developed both master stations and field 
devices to prove and enhance the 
specification 

 

In 2010 the  

WITS-DNP3 Protocol    
Standard was 

ǊŜƭŜŀǎŜŘ ŀǎ ŀƴ ΨƻǇŜƴ 
standardΩ  



Water Industry Adoption 

The WITS PSA  

Sustainability 
of the 

standard  & 
long term 

benefit of the 
water industry 

Over 70 
members 

Management 
and 

Maintenance 
of the 

standard 

The PSAC is 
elected from 

the PSA 
membership 



Protocol Standards 

Association Committee  

Chairman:                        Simon Harrison          Anglian Water                                             
  

Vice Chairman:               Stuart Combellack     Technolog                      
                

Secretary:           Ed Oborn 

DNP Representative:     Barry Shephard           Sweco                      
               

Jim Baker                Water Corp. of Australia 
Simon Flaherty        Dwr Cymru 
Russell Wheadon    Thames Water 
Martin Pritchard     Severn Trent Water 
Jerry Trowbridge     Northumbrian Water 

User Representatives: 

Mark Davison          Terzo Digital 
Andrew Welsh        Xylem Water Solutions 
Gavin Rawson         Servelec Technologies 
Andrew Scott          Schneider Electric 
Charles Williams    Sweco 

Vendor Representatives: 



Product Development  

Join WITS 
PSA 

Understand 
the current 
standards 

Prepare a 
WITS Device 

Profile 

Build and 
Test Scope 

Reuse 
available 

code? 

Draft 
estimate £ 

Prepare a 
Business 

Case 

Apply for a 
Device 

Manufacture 
Name String 

Product & 
Software 

Development 

Internal 
Testing 

Verification / 
Self 

Certification 
Testing 

Relevant 
Certification 
Application 

Complete 
Application 

Form 

Submission 
to WITS PSA 

WITS PSA 
Technical 

Group Check 

 Accepted 
Rejected 



Product Certification  

Tests are carried out against 

existing WITS Verified 

devices in conjunction with 

the vendors of those WITS 

Verified devices. 

This ensures a greater level 

of confidence that the 

equipment complies with 

the protocol and delivers 

interoperability. 

 

Tests are conducted by the 
vendor themselves using 
their own test equipment. 

Tests do not involve any 
third party. 

 

Self Certification 

Device Profile & Version 

The Device Profile defines the 
standard functionality that is 
included in the particular 
device 

The Version is the particular 
version of the Standard with 
which the device conforms. 



Example Device Profiles  



Product Development  
There is now a range of 
WITS-DNP3 based 
products covering: 
 
Å Master Stations 
Å Outstations 
Å Loggers 
Å Sensors 
Å Pumping Station 

Management 
Å Gateway Devices 

WITS Telemetry 
Master Stations from: 

WITS field device 
products from: 



Master Stations  



Outstations  



Loggers  



Sensors  



Pumping Station 

Management  



Gateway Devices  



Water Industry User 

Adoption  150,000 + telemetry  related 
field devices in use 

15 year life span so on going                        
need to replace 

Numbers increasing all the 
time as legacy replacement       

programmes continue 

8000+ WITS field devices 
installed 

Water Services Association of 
Australia is recommending    
²L¢{  ŀǎ ά.Ŝǎǘ tǊŀŎǘƛŎŜέ 

Irish Water are considering               
specifying WITS-DNP3 as                           
their standard protocol 



On -going Development 

Version Control  

WITS-DNP3 

Version 1.1 

Using Secure  

Authentication V2 

First released version of the protocol                   [November 2010] 

29 

WITS-DNP3 

Version 2.0 

Using Secure  

Authentication V5 

Added support for Secure Authentication V5                 [July 2012] 

WITS-DNP3 

Version 1.3 
WITS-DNP3 

Version 2.1 

Thames Water sponsored additions: 

Á High speed sampled data storage and retrieval 

Á Local application of action inhibits 

Severn Trent Water sponsored addition: 

Á End of Period counter reset                            [May 2013] 

WITS-DNP3 

Version 1.2 

Clarifications and new feature of ñControl Profilesò      [June 2011] 

WITS-DNP3 

Version 3.0 

Using Secure Authentication V2 or V5 

Added incident logging, significant change reporting 

and optimised use of the protocol. Merged the two 

streams into one.                                      [April 2016) 



Communications  

Existing Users 

The original users of WITS-
DNP3 devices are  using the 
devices with communications 
media that allow the remote 
devices to report unsolicited 
data changes (GPRS, ADSL, 
PSTN etc.) 

New Users Requirements 
New users have been evaluating 
WITS-DNP3 devices using their 
scanning radio communications. 

 

Both Northumbrian Water and 
Northern Ireland Water went 
through a number of trials. 

Using new devices with existing 
outstations on the same scanner 
during the migration. 

Both since adopting WITSςDNP3 
devices to replace their legacy 
estates. 

 

Anglian Water are following a 
similar route for their legacy 
replacement  



Why should I adopt?  

Andy Crouch  

Strategy Manager  

Dan Bunting  

Operations Manager  



Our History  

One system 
 
One supplier 
 
One protocol 
 
мнΣллл w¢¦Ωǎ 
 
650,000 points 



Our Strategy  

 Replace Master Station 

Update communications 
infrastructure 

WITS Device 
Frameworks 



Our Challenges  



Suppliers   



Why has 

AW 

adopted?  

Meets 

our 

Strategy  

Removes 

Risk 

Introduces  

Competition  

Potential 

CAPEX 

Savings 

Best for 

business  

CPNI 

security  



Our Journey  

Testing & 

Evaluation  
New 

Challenges  

New 

methods  
Process 

Governance  

Standards  

Collaboration  







But letõs be honest 

Mark Davison  

 



Its not all been plain sailing!  

But lets be honesté 

Itõs not all been plain sailing! 



1) A heavyweight          

among protocols  

The Problem 

ÅLarge Specification 

ÅLarger Code Size 

ÅVerbose and chatty 

ÅHard for smaller 
devices 

The Answer 

ÅRestart 
Optimisation 

ÅCommunications 
Analysis 

ÅAnother Protocol? 



2) Not a level playing              

field  

The Problem 

ÅOnly two master 
stations 

ÅLicensing costs 

ÅSupport costs 

ÅTesting costs 

The Answer 

ÅMaster stations 
made available for 
testing 

ÅOpen document 
published 



3) Barriers to vendor       

entry  

The Problem 

ÅCost 

ÅComplexity 

ÅMarket 

ÅStaff Availability 

 

The Answer 

ÅArticle on website 

ÅOther options under 
consideration 

ÅActively encouraging 
the market 

ÅChanges to Device 
Catalogue 

ÅProtocol changes? 

 

 

 



4) Testing and 

Interoperability  

The Problem 

ÅTests focus on a 
single field device 

ÅNot exhaustive 

ÅComplex and 
expensive to prepare 

ÅRecertification 

ÅRetesting 

 

The Answer 

ÅDevice Catalogue 

ÅPlugfests 



5) User  

Configuration  

The Problem 

ÅUser configuration      
can be difficult 

ÅDifferences in-   
between field devices 

ÅSimilar issues faced 

Å Issues are not shared 

ÅProtocol or Practice 

The Answer 

ÅPractical guidelines 

ÅFeedback into 
Standard 

ÅNew Annual User 
Day 

Å Important for WITS 
to encourage users 



6) Issue Management  

The Problem 

ÅMany issues raised 

ÅDealt by a Technical 
Forum 

ÅSome slipped                 
through unresolved 

The Answer 

ÅTicketing system 
introduced 

ÅStill addressed 
through the Forum 



7) What are your plans?  

άbƻ ǇƭŀƴǎΣ ƴƻ ǘŀǊƎŜǘǎΗέ 

ÅGroups introduced 

ÅStrategy objectives set 

ÅActions set to meet objectives 

ÅYtLΩǎ ŎǊŜŀǘŜŘ ǘƻ ƳŜŀǎǳǊŜ ǇŜǊŦƻǊƳŀƴŎŜ 



The 7 Point Strategy 

Objectives, we willé 

Develop a strategy to 
enable vendors to     

bring a WITS product    
to market 

Maintain protocol development inline with  
users  requests & requirements 

Ensure the  PSA has 
the correct 

membership to 
ensure these 
objectives are 

achieved 

Develop clear   
guidelines  on WITS-

DNP3 security aligned   
to CPNI  best practice 

WITS to have a developing presence in 
other countries 

Majority of UK     
Water Companies     
to have adopted 

WITS-DNP3 as their 
first choice protocol 

for remote field 
devices 

Maintain a clear definition for users 
regarding where WITS-DNP3 fits into their 
individual company telemetry strategies 

 



Feedback through the 
secretary or PSAC 

members 

Come to the             
committee                  

ƳŜŜǘƛƴƎǎΣ ȅƻǳΩǊŜ 
invited! 

Get involved! 



Lets not forget!  



ôGood News Story!õ 

Jerry Trowbridge  

SCADA & Telemetry Team Lead  



Where ?  

53 

NWL Regional 
 

ESW Regional 
 

SLMS 
 



Private Pumping           

Station Adoption  

54 

 

ÅEstimated numbers                           
+/- 2500? 

ÅS2000  Adopted                          
Solution  

Å90 to be installed by the            
end of the year 

 

 



Flood alleviation Sites  

55 

S2000  Adopted Solution  

 

 



Dynamic Logic SPS 

Replacements  

S2000 Adopted 
Solution 

Replacement 
50% Complete 



Sewer Level                        

Monitoring  

57 

 609 TõLog ( WITS) 

 850 Native DNP3  

 



DMA  

Monitoring  

58 

1767  ð Halma  

364  ð Technolog  

136  ð ôOthersõ 

12  ð Types  

PSTN, GPRS, SMS 



 DMA Monitoring  

59 



Reservoir Security  

60 

WITS RTU 



  
Good Points  

 

Å No more Vendor Lock in J 

Å Simplified (Initial ) Commissioning  

Å Using the right tool for the job  

Å User conversion from DNP3 ð WITS 

 

 

Learning Points  

 

Å Steep Learning Curve  

Å Manufacture interpretations of standard can differ  

Å Data availability / logging perception will change  

 

 

 



WITS Road Map  

Barry Shephard  



Where are we               

now?  

Å The protocol is not static 

ÅWe have added features during the                                           
protocols lifetime 

ÅWe have improved the specification 

Å There are other user requests that                                                      
we could add 

Å As already mentioned we are using                                                         
a ticketing system 

Å Consider what other things would                                                       
you like to see in WITS and ensure                                                  
that these are known to the PSAC? 



? 

Plug ônõ Play 



Plug ônõ Play ð an option  

Here is my Device Profile  



Å An addition to the DNP3                                                                 
(IEEE Std 1815) protocol 

Å SA authenticates the sender of the                                       
message 

Å Detects whether the message has                                 
been modified 

Å Does NOT encrypt data 
Å Based on NIST-approved cryptography 
Å Standardized by UK Water Industry                                                   

(UK-WITS) 

Security  



Using Secure  

Authentication V2 

WITS-DNP3 

Version 1.x 

WITS-DNP3 

Version 3.0 

Using Secure Authentication V2 or V5 

Using Secure  

Authentication V5 

WITS-DNP3 

Version 2.x 



http:// www.epri.com       ProductId=3002003736  

http://www.epri.com/
http://www.epri.com/


Abstract  

 

òThis report is intended to be a tutorial 

accompaniment to the Institute of Electrical and 

Electronics Engineers (IEEE) Std 1815TM, also known 

as the Distributed Network Protocol (DNP3). This 

report focuses on the Secure Authentication features 

of the standard (DNP3 -SA), and provides guidelines 

on how utilities can best design, implement and 

migrate toward using these cyber -security 

features . The report also describes the objectives, 

implementation and results of a multi -vendor 

interoperability demonstration organized by the 

Electric Power Research Institute (EPRI) in 2014 that 

illustrated compatibility between existing DNP3 -SA 

products and devices .ó 



ÅSAv5 extended the functionality of SAv2 by 

adding the concepts of users who could have 

different roles  

ÅUsers and their roles would be managed using 

an òAuthorityó 





Abstract  

 

òThis report describes the latest progress in 

promoting the adoption of the Secure 

Authentication features of the Distributed 

Network Protocol (DNP3 -SA) within the power 

industry. It describes the development and 

review of the new DNP3 Key Management 

Protocol (DKMP) specification for managing 

DNP3-SA security credentials. It also describes 

the evaluation of the DNP3 -SA Test Procedures 

document that was performed during a multi -

vendor workshop hosted at the EPRI Cyber -

Security Lab in Knoxville, Tennessee .ó 



DNP3 TB2016-002 
Addressing deficiencies in DNP3-SAv5 

3002005945 

DNP3-SAv6 



WITS FD 
WITS MS 

Encryption  

Plain text DNP3 

Plain text DNP3 



Encryption ð DNP3 

solution  

WITS FD 
WITS MS 

BitW encryption/decryption devices 

plaintext DNP3 plaintext DNP3 encrypted 

DNP3 

WITS FD 
WITS MS 

TLS encrypted 
DNP3 

TLS encrypted 
DNP3 



WITS FD 
WITS MS 

Encryption ð the option  



WITS FD 
WITS MS 

Data compression  



WITS FD 
WITS MS 

Data compression ð 

the options  



ôGood News Story!õ 

Jim Blower  

OT Principle Engineer  



Migrating 2500 O/Sõs ð 

Good News???????? 



ÅPeople Change 

ÅNew Product Issues 

Å¢ƘŜ άhƘΣ ǘƘŀǘΩǎ Ƙƻǿ ƛǘ ǎƘƻǳƭŘ 
ƘŀǾŜ ōŜŜƴ ŘƻƴŜΗΗΗέ ƳƻƳŜƴǘǎ 

ÅDifferent Interpretation of the 
Standard by Suppliers 

ÅThe version gap ς top end and 
bottom end 

ÅRunaway phone bills 

Å.ǳƎǎΣ ōǳƎǎΣ ōǳƎǎΧ 

 

List of Issues:  



Å We have just about finished the 
migration 

Å WITS-DNP3 aspects of our outstations 
have performed well 

Å hƴŎŜ άǊƛƎƘǘέ ǿŜ ŜȄǇŜǊƛŜƴŎŜ ƎƻƻŘΣ 
repeatable performance 

Å We have outstations from different 
suppliers running WITS using the same 
basic templated configurations 

Å BAU procedures are now in place to 
ƳŀƪŜ ƻǳǊ ŎƻƴŦƛƎǳǊŀǘƛƻƴ άǎƭƛŎƪέ 

Å Post-migration we can plan our 
roadmap 

The Good List:  



Å ά/ƻƴǎƻƭƛŘŀǘƛƻƴέ ŦƛǊƳǿŀǊŜ ǳǇƎǊŀŘŜ ǘƻ 
2000 outstations 

Å ά!ƭǿŀȅǎ ƻƴέ ŎƻƳƳǎ όǳǎƛƴƎ ōǊƻŀŘōŀƴŘ 
links???) 

Å CŀŎƛƭƛǘŀǘŜǎ άŜǾŜǊƎǊŜŜƴέ ǇƻƭƛŎȅ 

Å Better outstation management 

Å Decommission legacy PSTN 
infrastructure 

Å Top-end upgrade imminent ς facilitates 
move to WITS 1.2 

Å WITS with encryption could be a big 
efficiency for us ς security an issue 

Future Vision:  



Internet of Things  

Gavin Rawson  

Development 

Manager  

Stuart 

Combellack  

Senior Software 

Engineer  

Matthew 

Fletcher  

Staff  



The WITS - IOT 

Challenge  

Inexpensive, slow-moving, less data, high 
quantity 

vs 

Expensive, operationally critical, low volume, high data 


