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=WITS

WATER INDUSTRY TRUEMETRY STANDARDS

History: 2003 - WITS Group formed

2010 - WITS-DNP3 Launched
2010 - WITS-PSA Established
2011 - Live Installations Started

2016 - Widespread Adoption

First version ¢ TS-DNP3 released
WITS Protocol Standards Association established

+  New users and vendors invited to join and use the
protocol to develop new products



WITS TIMELINE

2011-2016

VITS-DNP3 implementations

- Widespread UK WMO adoption (~8000
outstations, 9 regions)

37 member organisations
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“WITS-DNP3

DNP3 (IEEEI1815) is:

A Telemetry Communications Protocol
Tightly controlled (dnp.org, IEEE)
Extensive functionality
Request-response (polling) and/or
Unsolicited reporting

Designed for always -on
communications links (RS232)

Can result in many transactions when
configured for confirmations and
retries.



WITS-DNP3

WITS-DNP3

Application Layer
v Message format, Human-Machine Interfaces

Presentation Layer

v Coding into 1s and Os; encryption, compression D N P3

Session Layer
v' Authentication, permissions, session restoration

Transport Layer TC P

v End-to-end error control

Network Layer o | P

v Network addressing; routing or switching

Data Link Layer DN P3

v Error detection, flow control on physical link E
thernet
Physical Layer
v Bit stream: physical medium, method of representing bits

ISO 7-Layer Model DNP3 TCP/IP
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ITS-DNP3

S-DNP3 is:
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Network

Vater Industry Requirements

or a roots-branch communications

A speci
system

~ Standardised names, techniques and formats

Pretty complicated (~ 1000 pages including DNP3)
- Interoperable, providing limited plug and play

@ - Great for traditional high-value asset telemetry



ITS-DNP3

VITS-DNP3 is less than ideal :

DNP3

Network ‘

t (high volume low margin)

nsuitable Communications Medium

irge Numbers of Simultaneous Outstations
ll-response, concurrent unsolicited messages)

)ata sharing amongst masters
g and Play
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IOT (Internet Of Things)

mall hardware platforms

hications mediums

:.‘ & [ ] .

Consumer NB- . .
= Ol . Server/Cloud systems

- ‘Simple’, ‘Fast’ Standards based
approach to protocols
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101 Concepts

Publish
Commands

Device side Application side
(MQTT client) (MQTT client)
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Quality of Service

- Microsoft . .
gwemmo MQTT : Quahty of Service

- 4 CONFERENCE

QoS 0 : At most once (fire and forget)

Subscribor

Pexscalny

PUBLISH [GoS = 0]
PUBLSH

Delate message

QoS 1 : At least once QoS 2 : Exactly once
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QoS 0 : At most once (fire and forget)

Publisher Subscriber

PUBLISH [QoS = 0]
PUBLISH

Delete message

Send at most once. Publisher sends data and then deletes it: no
acknowledgement (eg customer meters)



Subscriber

Store message

PUBLISH

Delete message

Send at least once. (eg alarms)



Publisher Subscriber

Store message

PUBLISH [QoS=2]

Store message
PUBLISH
PUBREC

PUBREL

PUBCOMP

Delete message

Send exactly once - no repeats (eg toggling outputs)



VITS-10T

| - Simplified

tocols

easy to unders esign

ompatibility — does the same
in a different way

IOT

. Network .






WITS-I1OT

WITS-DNP3 WITS-IOT

Application Layer
JSON+
v Coding into 1s and 0s; encryption, compression D N P 3 HTTP or

Session Layer
v Authentication, permissions, session restoration Other

Transport Layer
v End-to-end error control TCP

Network Layer |P

v Network addressing; routing or switching

Data Link Layer D N P3

v" Error detection, flow control on physical link

Ethernet

TRANSPORT SERVICE —> |«— UPPER LAYERS —

Physical Layer

v’ Bit stream: physical medium, me

ISO 7-Layer Model WITS-DNP3 WITS-10T



WITS-IOT

What We Are Doing

* Taking the WITS Application Notes

* Preserving the structure, logic, terminology and
intent

« Converting the ‘conversation” from DNP3 structures
and datagrams to JSON obijects

* Describing how to use these objects with HT'TP and
MQTT

* Providing example code

e Providing test Master Station

* Providing test Field Devices




WITS-I1OT

Allows New Ways Of Working

ing Internet and IOT standards allows us to leverage

—= = ‘worldwide software and hardware developments

~  ~~— =+ Faster time to market for new products — simpler
developments, testing and verification

* Many protocols have data sharing built-in (e.g. MQTT)

* Allows users to share data at point of source — multiple
streams to different business units, databases even suppliers
and regulatory bodies.

* Store and forward (very low powered devices)

* Use IT industry standard security (e.g. TLS/SSL) and systems
(e.g. webservers) for OT applications.




Infrastructure Asset Monitoring

Applications

Cost Critical

1OT

| Network |

igh Number of Sites

er Sites, High Data Volume

Limited Communications


https://www.youtube.com/watch?v=CP6_jP7gL1I

What Next!?

* Come and help us!
* Join the WITS Protocol Standards Association
Become an active member
3 test and release a WITS Protocol:
* Master Station
* Field Device
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WITS-IOT reference system
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